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Department of Memorandum
Veterans Affairs

pate:  November 15, 2017

From:  Assistant Inspector General for Audits and Evaluations (52)

subj:  Audit of VA’s Financial Statements for Fiscal Years 2017 and 2016
To:  Secretary of Veterans Affairs (00)

1. We contracted with the independent public accounting firm, CliftonLarsonAllen
LLP, to audit VA's financial statements as of September 30, 2017 and 2016, and for
the fiscal years (FY) then ended. This audit is an annual requirement of the Chief
Financial Officers Act of 1990. The results of CliftonLarsonAllen LLP’s audit are
presented in the attached report.

2. CliftonLarsonAllen LLP provided an unmodified opinion on VA's financial
statements for FYs 2017 and 2016. With respect to internal control,
CliftonLarsonAllen LLP identified six material weaknesses. A material weakness is
a deficiency, or combination of deficiencies, in internal control, such that there is a
reasonable possibility that a material misstatement of the entity’s financial
statements will not be prevented, or detected and corrected on a timely basis.

e Compensation, pension, burial, and education actuarial estimates, which is a
combination of two material weaknesses reported since FY 2016

e Community care obligations, reconciliations, and accrued expenses, which has
been reported as a material weakness since FY 2016

e Financial reporting, which has been reported as a material weakness since
FY 2015

e Loan guarantee liability, which was reported as a significant deficiency last year
and was elevated to a material weakness this year

e Chief Financial Officer organizational structure, which has been reported as a
material weakness since FY 2016

e Information technology security controls, which has been reported as a material
weakness for more than 10 years

3. CliftonLarsonAllen LLP identified one significant deficiency. A significant
deficiency is a deficiency, or a combination of deficiencies, in internal control that is
less severe than a material weakness, yet important enough to merit attention by
those charged with governance.

e Procurement, undelivered orders, accrued expenses, and reconciliations, which
has been reported as a significant deficiency since FY 2016
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4. CliftonLarsonAllen LLP identified the following conditions regarding
noncompliance with laws and regulations:

e Substantial noncompliance with Federal financial management systems
requirements and the United States Standard General Ledger at the transaction
level under the Federal Financial Management Improvement Act (FFMIA) of
1996, which has been reported in part for more than 10 years

e Improvements needed in complying with the Federal Managers’ Financial
Integrity Act, which has been reported since FY 2015

e Instances of noncompliance with Title 38 United States Code 85315 pertaining
to the charging of interest and administrative costs, which has been reported for
10 years

e Noncompliance with Title 38 United States Code 83733 pertaining to the vendee
loan program, which has been reported since FY 2016

¢ One violation of the Antideficiency Act, as reported to CliftonLarsonAllen LLP by
VA, which has been reported to Congress. VA is in the process of reporting five
other violations. CLA has reported violations of the Antideficiency Act since
FY 2012

e Noncompliance with the Improper Payments Elimination and Recovery Act for
FY 2016, as reported by the Office of Inspector General since 2012

6. CliftonLarsonAllen LLP is responsible for the attached audit report dated
November 15, 2017 and the conclusions expressed in the report. We do not
express opinions on VA's financial statements, internal control, or compliance with
FFMIA. We also do not express conclusions on VA’s compliance with laws and
regulations. The independent auditors will follow up on these internal control and
compliance findings and evaluate the adequacy of corrective actions taken during
the FY 2018 audit of VA’s financial statements.

LARRY M. REINKEMEYER

Attachment
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CliftonLarsonAllen LLP

CLAconnect.com

CliftonLarsonAllen

INDEPENDENT AUDITORS’ REPORT

To the Secretary
And Inspector General
United States Department of Veterans Affairs

Report on the Financial Statements

We have audited the accompanying consolidated financial statements of the United States
Department of Veterans Affairs (VA), which comprise the consolidated balance sheets as of
September 30, 2017 and 2016, and the related consolidated statements of net cost and
changes in net position, and the combined statements of budgetary resources, for the years
then ended, and the related notes to the consolidated financial statements (financial
statements).

Management’s Responsibility for the Financial Statements

VA management is responsible for the preparation and fair presentation of these financial
statements in accordance with accounting principles generally accepted in the United States of
America (U.S.); this includes the design, implementation, and maintenance of internal control
relevant to the preparation and fair presentation of financial statements that are free from
material misstatement, whether due to fraud or error.

Auditors’ Responsibility

Our responsibility is to express an opinion on these financial statements based on our audit. We
conducted our audit in accordance with auditing standards generally accepted in the U.S.; the
standards applicable to financial audits contained in Government Auditing Standards, issued by
the Comptroller General of the United States; and Office of Management and Budget (OMB)
Bulletin No. 17-03, Audit Requirements for Federal Financial Statements (OMB Bulletin 17-03).
Those standards and OMB Bulletin 17-03 require that we plan and perform the audit to obtain
reasonable assurance about whether the financial statements are free from material
misstatement.

An audit involves performing procedures to obtain audit evidence about the amounts and
disclosures in the financial statements. The procedures selected depend on the auditors’
judgment, including the assessment of the risks of material misstatement of the financial
statements, whether due to fraud or error. In making those risk assessments, the auditors
consider internal control relevant to the entity’s preparation and fair presentation of the financial
statements in order to design audit procedures that are appropriate in the circumstances, but
not for the purpose of expressing an opinion on the effectiveness of the entity’s internal control.
Accordingly, we express no such opinion. An audit also includes evaluating the appropriateness
of accounting policies used and the reasonableness of significant accounting estimates made
by management, as well as evaluating the overall presentation of the financial statements. We
believe that the audit evidence we have obtained is sufficient and appropriate to provide a basis
for our audit opinion.
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INDEPENDENT AUDITORS’ REPORT (Continued)

Opinion on the Financial Statements

In our opinion, the financial statements referred to above present fairly, in all material respects,
the financial position of the VA as of September 30, 2017 and 2016, and its net costs, changes
in net position, and budgetary resources for the years then ended, in accordance with
accounting principles generally accepted in the U.S.

Emphasis-of-Matter

As discussed in Note 13 to the financial statements, VA provides four education/retraining type
programs to eligible veterans and their dependents. VA reported an estimated liability for the
Post 9/11 GI Bill in FY 2016 with limited experience studies and assumptions. VA separately
developed an estimate for each of the programs in FY 2017. A material weakness in
Compensation, Pension, Burial and Education Actuarial Estimates is included in the Report on
Internal Control over Financial Reporting. Our opinion is not modified with respect to this matter.

Other Matters

Required Supplementary Information

Accounting principles generally accepted in the U.S. require that the information in the VA's
Management Discussion and Analysis (MD&A), Required Supplementary Information (RSI), and
Required Supplementary Stewardship Information (RSSI), be presented to supplement the
financial statements. Such information, although not a part of the financial statements, is
required by the Federal Accounting Standards Advisory Board (FASAB), which considers it to
be an essential part of financial reporting for placing the financial statements in an appropriate
operational, economic, or historical context. We have applied certain limited procedures to the
required supplementary information in accordance with auditing standards generally accepted in
the U.S., which consisted of inquiries of management about the methods of preparing the
information and comparing the information for consistency with management's responses to our
inquiries, the financial statements, and other knowledge we obtained during our audits of the
financial statements. We do not express an opinion or provide any assurance on this
information because the limited procedures do not provide us with sufficient evidence to express
an opinion or provide any assurance.

Other Information

Our audits were conducted for the purpose of forming an opinion on the financial statements as
a whole. All other information exclusive of the financial statements, MD&A, RSI, and RSSI as
listed in the table of contents of the Agency Financial Report is presented for purposes of
additional analysis and is not a required part of the financial statements. In addition,
management has included references to information on websites or other data outside of the
Agency Financial Report. This information has not been subjected to the auditing procedures
applied in the audits of the financial statements, and accordingly, we do not express an opinion
or provide any assurance on it.

Report on Internal Control over Financial Reporting and on Compliance and Other
Matters Based on an Audit of Financial Statements Performed in Accordance with
Government Auditing Standards

Internal Control over Financial Reporting

In planning and performing our audits of the financial statements, we considered VA'’s internal
control over financial reporting (internal control) to determine the audit procedures that are
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INDEPENDENT AUDITORS’ REPORT (Continued)

appropriate in the circumstances for the purpose of expressing our opinion on the financial
statements, but not for the purpose of expressing an opinion on the effectiveness of VA’'s
internal control or on management’s assertion on internal control included in the MD&A.
Accordingly, we do not express an opinion on the effectiveness of VA's internal control or on
management’s assertion on internal control included in the MD&A.

Our consideration of internal control was for the limited purpose described in the preceding
paragraph and was not designed to identify all deficiencies in internal control that might be
material weaknesses or significant deficiencies and therefore, material weaknesses or
significant deficiencies may exist that have not been identified. However, we identified certain
deficiencies in internal control, described below and in Exhibits A and B, respectively, that we
consider to be material weaknesses and significant deficiencies.

A deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to
prevent, or detect and correct, misstatements on a timely basis. A material weakness is a
deficiency, or a combination of deficiencies, in internal control, such that there is a reasonable
possibility that a material misstatement of VA's financial statements will not be prevented, or
detected and corrected on a timely basis. We consider the deficiencies described below and in
Exhibit A to be material weaknesses.

Compensation, Pension, Burial and Education Actuarial Estimates

Liability estimates and modeling for certain key education programs, as well
as sensitivity analyses were not developed until year-end. In addition, the
continued vacancy of a qualified and permanent Chief Actuary managing
and taking full responsibility for VA’'s compensation, pension, and burial and
education (CP&E) modeling resulted in a lack of quality control review and
errors in accounting estimates.

Community Care Obligations, Reconciliations, and Accrued
Expenses

The Veterans Health Administration (VHA) continues to have weaknesses in
its design and implementation of controls over the Community Care programs -
from transaction obligations, liquidation of unfulfilled authorizations, and
reconciliations to the related accrued expenses.

Financial Reporting

Due to its age and limited functionality, VA's legacy Financial Management
System (FMS) continues to require extensive manipulations, journal entries,
manual processes, and reconciliations in order for VA to produce a set of
auditable financial statements. VA continues to have various financial
reporting issues though some improvements have occurred since the prior
year in certain areas.

Loan Guarantee Liability

The Veterans Benefits Administration’s (VBA) loan guarantee liability
estimation model has consistently shown significant differences between its
forecasts and actual program results that lead to concerns about the
reliability of the model estimates.

107
Department of Veterans Affairs — FY 2017 Agency Financial Report



INDEPENDENT AUDITORS’ REPORT (Continued)

CFO Organizational Structure

VA’s long history of decentralization and lack of financial management
accountability in its Chief Financial Officer (CFO) organizational structure
have led to continued challenges with entity-level accounting, financial
management, oversight, and financial reporting controls, as illustrated in the
matters reported above.

Information Technology Security Controls

VA continues to have control weaknesses in Configuration Management, Access
Controls, Security Management, and Contingency Planning.

A significant deficiency is a deficiency, or combination of deficiencies, in internal control that is
less severe than a material weakness, yet important enough to merit attention by those charged
with governance. We consider the deficiencies described below and in Exhibit B to be significant
deficiencies.

Procurement, Undelivered Orders, Accrued Expenses, and Reconciliations

VA does not perform a consolidated and centralized reconciliation for
procurement obligations recorded in its procurement subsidiary systems with
its general ledger system. In addition, VA lacks adequate controls
surrounding its extensive use of Miscellaneous Obligating Documents and
accrued expenses, and other pervasive and long standing procurement
related issues continue to exist.

Compliance with Laws, Regulations, Contracts, and Grant Agreements

As part of obtaining reasonable assurance about whether VA's financial statements are
free from material misstatement, we performed tests of its compliance with certain
provisions of laws, regulations, contracts, and grant agreements noncompliance with which
could have a direct effect on the determination of material financial statement amounts and
disclosures.

The results of our tests disclosed instances of noncompliance or other matters, described
below and in Exhibit C, that are required to be reported in accordance with Government
Auditing Standards or OMB Bulletin 17-03.

We also performed tests of compliance with certain provisions of the Federal Financial
Management Improvement Act (FFMIA). However, providing an opinion on compliance with
FFMIA was not an objective of our audit, and accordingly, we do not express such an opinion.
Under FFMIA, each agency must implement and maintain financial management systems that
comply substantially with Federal financial management systems requirements, applicable
Federal accounting standards, and the United States Standard General Ledger (USSGL) at the
transaction level. As described in Exhibit C, the results of our tests of these provisions disclosed
instances in which VA's financial management systems did not substantially comply with (1)
Federal financial management systems requirements and (2) the USSGL at the transaction
level.
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INDEPENDENT AUDITORS’ REPORT (Continued)

Management’'s Responsibility for Internal Control and Compliance

VA management is responsible for (1) evaluating the effectiveness of internal control over
financial reporting based on criteria established under the Federal Managers’ Financial Integrity
Act (FMFIA), (2) providing a statement of assurance on the overall effectiveness on internal
control over financial reporting, (3) ensuring VA's financial management systems are in
substantial compliance with FFMIA requirements, and (4) complying with other applicable laws,
regulations, contracts, and grant agreements.

Auditors’ Responsibilities

We are responsible for (1) obtaining a sufficient understanding of internal control over financial
reporting to plan the audit, (2) testing whether VA'’s financial management systems substantially
comply with the FFMIA requirements referred to above, and (3) testing compliance with certain
provisions of laws, regulations, contracts, and grant agreements.

We did not evaluate all internal controls relevant to operating objectives as broadly established
by the FMFIA, such as those controls relevant to preparing statistical reports and ensuring
efficient operations. We limited our internal control testing to testing controls over financial
reporting. Because of inherent limitations in internal control, misstatements due to error or fraud,
losses, or noncompliance may nevertheless occur and not be detected. We also caution that
projecting our audit results to future periods is subject to risk that controls may become
inadequate because of changes in conditions or that the degree of compliance with controls
may deteriorate. In addition, we caution that our internal control testing may not be sufficient for
other purposes.

We did not test compliance with all laws, regulations, contracts, and grant agreements
applicable to VA. We limited our tests to certain provisions of laws, regulations, contracts, and
grant agreements noncompliance with which could have a direct effect on the determination of
material financial statement amounts and disclosures. However, providing an opinion on
compliance with those provisions was not an objective of our audit, and accordingly, we do not
express such an opinion. We caution that noncompliance may occur and not be detected by
these tests and that such testing may not be sufficient for other purposes. Also, our work on
FFMIA would not necessarily disclose all instances of noncompliance with FFMIA requirements.

Management’'s Response to Findings

Management has presented a response to the findings identified in our report. We did not audit
VA's response and, accordingly, we express no opinion on it.

Status of Prior Year's Control Deficiencies and Noncompliance Issues
We have reviewed the status of VA's corrective actions with respect to the findings included in

the prior year's Independent Auditors’ Report, dated November 15, 2016. The status of prior
year findings is presented in Exhibit D.
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INDEPENDENT AUDITORS’ REPORT (Continued)

Purpose of the Report on Internal Control over Financial Reporting and on Compliance

The purpose of the Report on Internal Control over Financial Reporting and on Compliance is
solely to describe the scope of our testing of internal control and compliance and the result of
that testing, and not to provide an opinion on the effectiveness of VA’s internal control or on
compliance. These reports are an integral part of an audit performed in accordance with
Government Auditing Standards in considering VA's internal control and compliance.
Accordingly, these reports are not suitable for any other purpose.

CLIFTONLARSONALLEN LLP

WMW L7

Calverton, Maryland
November 15, 2017
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EXHIBIT A
Material Weaknesses

1. Compensation, Pension, Burial and Education Actuarial Estimates
Background:

VA provides compensation, pension, burial and education benefits to eligible Veterans and their
beneficiaries. The VA Office of Enterprise Integration’s (OEI) Office of Predictive Analytics and
Actuary (PAA) and VBA estimate the present value of these future veterans’ benefits as of the
end of the fiscal year, and VA reports these amounts in its financial statements. VA reported a
compensation and burial benefits liability in the amount of approximately $2.8 trillion on its
balance sheet as of September 30, 2017. The present value of future pension benefits is
reported as a disclosure in the notes to the financial statements. VA also reported an education
benefits accrued liability of approximately $50.7 billion on its balance sheet as of September 30,
2017.

VBA manages several education benefit programs with total disbursements of $14.0 billion in
FY 2017. The Post-9/11 GI Bill (Chapter 33) is the largest program (80 percent of
disbursements) and is available for individuals who served in active duty after September 10,
2001. Since the establishment of this program in FY 2009, the total education benefits paid by
VBA have experienced steady increases. The other education programs included in the
estimate are the (1) Montgomery Gl Bill Active Duty (Chapter 30), (2) Vocational Rehabilitation
and Employment (Chapter 31), and (3) Survivors’ and Dependents’ Educational Assistance
Program (Chapter 35).

Prior to FY 2016, management did not consider education benefits to be post-employment
benefits. Consequently, management only recorded a liability for the amounts that were due for
payment but had not yet been disbursed at the period end. VBA management began to
recognize education benefits as post-employment benefits towards the end of FY 2016 and
provided its initial calculation model to estimate the education benefit accrued liability.

Conditions:

A. Education Benefits Actuarial Liability Models for Chapter 30, 31, and 35 Were Not
Developed until After Year-End

As described above, in FY 2016 management reported an education benefits actuarial liability
for the first time in its financial statements. Management asserted that the estimated amount
was based on the existing available data with a conservative assumption and without an
experience study to confirm key assumptions. In our Independent Auditors’ Report on VA's FY
2016 financial statements, we made several recommendations regarding improvements in
VBA's estimation process for the education benefits liability. One of our key recommendations
was that management should refine its accrual methodology and calculation to separately
account for the smaller education benefit programs. This recommendation became especially
important when VBA conducted an experience study only for the Chapter 33 program and
planned to adjust its education liability estimate based on that study in FY 2017.

However, VBA management did not develop estimation methodologies and liability estimates for
Chapter 30, 31, and 35 programs until October 2017—after year-end and just before the end of
the audit. These programs have existed for many years and management was aware of the
need to generate data and begin its analyses for these programs as they were deemed to be
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EXHIBIT A
Material Weaknesses

material to VA's financial statements. Adequate resources were not allocated and priority was
not given to address this deficiency in a timely manner during FY 2017. As a result,
management did not provide an actuarial report that complied with actuarial standards of
practice and that was signed by an accredited actuary for the other education programs (i.e.,
Chapter 30, 31, and 35) until late October 2017, which also significantly increased the control
risk surrounding the estimates; i.e., the risk that a misstatement could occur but not be detected
and corrected or prevented by the internal control mechanism. The liability for these education
programs amounted to approximately $8.3 billion as of September 30, 2017.

B. Management's Assessment of Estimation Uncertainty for the Post 9/11 Gl Bill (Chapter 33)
Was Not Performed Until After Year-End

In our Independent Auditors’ Report on VA’'s FY 2016 financial statements, we recommended
that VA perform the necessary analyses or studies to confirm the validity of the key assumptions
used in VBA’s calculation model to estimate the education benefits liability. In FY 2017, VBA
performed an experience study for the Chapter 33 program; however, it did not consider how
the results of this study would have affected its FY 2016 estimate had such information been
available. Such an analysis is important in demonstrating and reconciling change in estimates
from a prior year to current year, and it is integral to assessing the reasonableness of the
current year's estimate. However, the PAA actuary and VBA management took the initial
position that such an analysis was not necessary, which delayed an important internal control
that should have been instituted to determine the effect of management's changes in the
assumptions on the Chapter 33 portion of the estimate. As a result, this reconciliation, which
required a re-estimation process for last year, was not completed until October 2017—after
year-end and close to the end of the audit. The lack of such controls as part of management'’s
routine assessment of its estimates from year to year increases the risk of management bias or
other error in the accounting estimate that might not be detected and corrected timely to ensure
VA'’s financial statements are free from material misstatements.

C. Continued Vacancy of A Chief Actuary Responsible for Key Estimates and Performing
Quality Control Reviews

VA’'s combined compensation, burial and education actuarial estimate is the largest balance on
VA's financial statements. Despite the importance of these estimates to financial reporting for
VA and the U.S. government, throughout FY 2017, VA did not execute an effective plan to
ensure a candidate was properly recruited and trained to assume the Chief Actuary role. As a
contingency plan for FY 2017, credentialed actuaries from other VA departments were used on
a temporary basis, along with outside contractors. However, VA lacked a permanent Chief
Actuary during FY 2017 to manage and take full responsibility for VA’'s compensation, pension,
burial and education modeling. We further noted the following actuarial modeling errors and
observations regarding inconsistencies:

e Mortality rates are one of the assumptions used in the compensation, pension,
and burial (C&P) actuarial model. There was an inconsistent use of the mortality
assumption throughout the model which resulted in an increase to the total program
liability of $1.2 billon.

e Incarceration rates, which are an element of the C&P model, were mistakenly entered
as zero percent instead of the actual rates measured by PAA, which resulted in
overstating the compensation liability by $1.2 billion.

e Sensitivity testing was performed to highlight the estimation risk associated with
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EXHIBIT A
Material Weaknesses

selecting assumptions. The initial sensitivity results for the discount and cost of living
adjustment assumptions were misleading. PAA subsequently revised the sensitivity
tests to reflect a more realistic measure of the sensitivity of the C&P liabilities to those
assumptions.

e The preliminary Chapter 33 liability provided by PAA was approximately $21.8 billion.
After auditor inquiries, PAA learned that there was an error in the data extraction for the
model and issued a corrected liability in the amount of $42.5 billion.

e In developing average historical Treasury rates to be used as discount rates, the
Chapter 33 model used 5 historical rates while the other education programs (Chapter
30, 31, and 35) used 10 historical rates similar to the C&P model. The averaging period
used for Chapter 33 versus the C&P and other education programs was different.

Criteria:

The Government Accountability Office (GAO) Standards for Internal Control in the Federal
Government provide criteria for designing, implementing and operating an effective internal
control system, and such criteria is defined through five components and seventeen principles.
One of the principles, “Demonstrate Commitment to Competence,” states “Management should
demonstrate a commitment to recruit, develop, and retain competent individuals. The following
attributes contribute to the design, implementation, and operating effectiveness of this principle:

e Expectations of Competence

e Recruitment, Development, and Retention of Individuals

e Succession and Contingency Plans and Preparation”

OMB Circular A-123, Management's Responsibility for Enterprise Risk Management and Internal
Control (OMB Circular A-123), revised on July 15, 2016, provides guidance to Federal managers
on improving accountability and effectiveness of Federal programs and operations by
establishing, assessing, correcting, and reporting on internal controls. Management is responsible
for establishing and maintaining internal control to achieve the objectives of effective and efficient
operations, and reliable financial reporting.

Cause:

VA was not able to hire a Chief Actuary to manage and take full responsibility for VA's
compensation, pension, burial and education liability (CP&E) modeling which resulted in a lack
of quality control review over the accounting estimates. Management indicated that the lateness
of providing the education liability estimate methodologies for the three smaller programs were
caused by factors such as limited resources, a hiring freeze, and data limitations.

Effect:

The lack of an established and properly executed internal control structure surrounding these
key actuarial estimates, as well as the lack of a Chief Actuary to implement monitoring controls
and perform quality control reviews, placed the timely and appropriate estimation of VA's
largest liability at risk.

Recommendations:

We recommend that the Acting Assistant Secretary for Management and Acting Chief Financial
Officer and the Acting Under Secretary for Benefits in coordination with the Acting Assistant
Secretary for Enterprise Integration:

113
Department of Veterans Affairs — FY 2017 Agency Financial Report



EXHIBIT A
Material Weaknesses

1. Ensure a Chief Actuary is in place to take full responsibility for VA's compensation,
burial, pension, and educational actuarial liabilities and the processes surrounding them.

2. Strengthen controls to ensure the modeling for VA’s actuarial estimates is performed by the
appropriate level of personnel to:

a) Conduct the appropriate analyses and validation of data sources.

b) Review and ensure the reasonableness of assumptions used and document the
rationale behind these assumptions.

c) Consider changes in conditions or programs that require further research and
analysis and to update the assumptions when necessary.

d) Compare estimates with subsequent results to assess the reliability of the
assumptions and data used to develop estimates.

e) Compare the relevant assumptions used in the Department of Defense (DoD)
actuary report or other relevant reports/studies to VA's model assumptions; assess
their impact, if any, to ensure consistency in trending; document the
assessment’s results; and update the assumptions when necessary.

f) Perform sensitivity analyses to determine the effect of changes in the
assumptions on these accounting estimates.

3. Develop succession and contingency plans to ensure the required expertise is available
before personnel with highly technical and specialized skills leave the agency. As part of
VA’s succession plan to fill the Chief Actuary position, once hired, as described in GAO’s
Standard for Internal Control in the Federal Government (i.e., Principle 4.05), VA needs to
train, mentor, and work to retain a successor. In addition, continued cross-training is
recommended, as knowledge of the models should not reside in one actuary. Such
succession planning is key to helping VA continue achieving its internal and external
reporting objectives.

4. Develop a permanent team with the necessary expertise to estimate VA's
compensation, pension, burial, and education liabilities. This should include appointing or
engaging a responsible actuary with a qualified actuary to perform quality control
reviews, such as a peer review, of the work performed by the responsible actuary.

5. Perform periodic look-back analyses on assumptions and other relevant factors used in the
calculation, as well as the total cost estimated to ensure accuracy of financial reporting.

6. Document the following key elements related to management’s assessment of the liability
estimates and assumptions:

a) Consideration of alternative assumptions or outcomes and why management has
rejected them or how management has otherwise addressed estimation
uncertainty in making the accounting estimate (e.g., a sensitivity study, etc.).

b) Sources of data used by management in its calculation and any data limitations of
which financial statement readers should be made aware.

c) Assessment that the significant assumptions used by management are reasonable.

7. Revise and update policies, procedures, and process narratives relevant to VBA's
accounting and financial reporting of education benefits. In addition, ensure the education
liability model is adequately documented in the Standard Operating Procedures,
including the model's intended applications and limitations and its key parameters,
required inputs, and results of any validation analysis performed. Ensure the data
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validation (including the actuary’s investigation of data sources, anomalies, etc.),
judgments and assumptions used in the modelling are adequately and consistently
performed and documented.

2. Community Care Obligations, Reconciliations and Accrued Expenses
Background:

VHA purchases medical services for veterans from community health care providers under its
VA Community Care (Community Care) programs. VHA’'s many different Community Care
programs and activities are funded through three different appropriation accounts:

0140 — Medical Community Care
0160 — Expenses, Medical Services
0172 — Veterans Choice Fund

Funds from Account 0160 represent Community Care program funds appropriated in prior
years. Starting in FY 2017, VA no longer received Community Care funding through Account
0160. Funding came through Account 0172 and the new Account 0140. In FY 2017,
approximately $2.1 billion was appropriated for the Choice program (Account 0172) and $7.2
billion was appropriated for the remaining Community Care programs (Account 0140). Programs
associated with Account 0140 cover a range of activities, from inpatient and outpatient care to
the Community Nursing Home Program and the Civilian Health and Medical Program of the
Department of Veterans Affairs. The combined undelivered orders and accrued expenses for all
Community Care programs was approximately $10.3 billion as of September 30, 2017, partially
due to prior year carried forward balances.

When Congress passed the Veterans Access, Choice, and Accountability Act of 2014 (Choice
Act), VA modified the existing Patient Centered Community Care (PC3) program contracts,
serviced by Triwest Healthcare Alliance Corporation (Triwest) and Health Net Federal
Services, LLC (Health Net), to include requirements imposed by the Choice Act. Under the PC3
program, these contractors — also referred to as third party administrators — were to establish a
network of community providers and coordinate care between veterans and the network. The
contractors pay the providers directly for services and then bill VA at rates agreed-upon per the
contracts, plus an administrative fee. Under the Choice program, the primary duties of the
contractors are to maintain a network of non-VA providers, coordinate with veterans eligible for
Choice to schedule appointments with these providers, pay providers for services provided to
the veterans, maintain a call center, and distribute Choice Cards, which inform veterans that
they may be eligible for Choice. VHA medical centers were also given the authority to enter into
provider agreements with local health care providers in order to facilitate the veterans’ obtaining
hospital care or medical services.

Under Section 106 of the Choice Act, VHA’s Office of Community Care (OCC) was authorized
to manage all VA Community Care programs. VHA traditionally uses the Fee Basis Claims
System (FBCS) to authorize, process and pay for claims from non-VA providers supplying
services such as inpatient and outpatient care. FBCS was utilized in a decentralized manner in
that each medical center or Veterans Integrated Service Network (VISN) had its own instance of
FBCS. This decentralized structure remained for the Community Care programs, except that
OCC centralized the Choice program and managed it through a single instance of FBCS.
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Conditions:
VHA continued to have weaknesses in its design and implementation of financial reporting
controls over the Community Care programs, specifically with transaction authorization and

obligation, monitoring and timely liquidation of unfulfilled authorizations, reconciliations, and the
related accrued expenses. Key control deficiencies were as follows:

A. Manual and Inconsistent Nature of Estimating Costs of Care in FBCS

When a Veteran is approved to receive care, such as outpatient care, from a non-VA provider,
an authorization is established in FBCS. An estimated cost for the care is also entered, but the
current pricing tools developed were not consistently used by Community Care staff at the
medical centers and by OCC, resulting in Community Care staff using their subjective judgment
in deploying their own costing methods and causing a wide variation in amounts estimated.
During our testing, we noted numerous examples of FBCS authorizations being overstated
compared to the actual payments made. Though OCC in conjunction with the Financial Services
Center developed a nationwide dashboard reconciliation process to identify overestimates in
late August 2017, the dashboard did not take into account all types of authorizations initiated in
FBCS. It also did not cover authorizations issued by VA's contractors under the Choice
program. These authorizations are important for financial reporting purposes because they
provide a basis for obligations reported in VA’s accounting records. In addition, the pricing
estimates embedded in the dashboard to calculate certain OCC proposed obligation
adjustments at year-end could not be fully validated.

B. Limited Centralized Monitoring of Open Authorizations

OCC did not have a centralized and integrated system to track all Community Care consults
from authorization (including secondary authorizations) and pricing (including upward and
downward adjustments) — to appointment fulfilment and their ultimate payment. A “look-back”
analysis to validate the reasonableness of the pricing tool's cost estimates (such as Patch 27,
etc.) was not conducted. In addition, numerous authorizations that had no activity were carried
forward from prior years. These authorizations were not validated or monitored at a centralized,
nationwide level. Although the aforementioned dashboard reconciliation identified authorizations
without activity for more than 90 days as potential adjustments to obligations at the medical
centers, the proposed adjustments covered limited programs. As already mentioned, the
dashboard was limited in the types of authorizations covered.

C. Pervasive Overstatement of Accrued Expenses

VHA generally obligates its Community Care funds through an estimation process using VA Form
1358, “Obligation or Change in Obligation” (1358s) by category of care, such as inpatient,
outpatient, dialysis, etc. (See additional detail on 1358s in Significant Deficiency No. 1.) During our
testing, we observed that 1358 obligations reported in VA’s financial system frequently did not
correlate with authorizations in FBCS. Further, based on our testing and analysis at year end,
accrued expenses were overstated by $1.4 billion, which resulted in management recording an
adjustment for this amount.

Obligations for Community Care using 1358s are generally established for the entire fiscal year,
and as such, have a performance period end date set to September 30, the fiscal year-end date.
FMS accrued the entire outstanding balance of a 1358 obligation when the year-end date had
passed, regardless of whether goods or services were provided as of period end. As a result,
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accrued expenses were overstated at year end, and VA management recorded “top-side” journal
entries in the approximate amount of $179 million to reverse Choice program over- accrued
expenses and $1.3 billon to reverse over accrued expenses for the other Community Care
programs as of September 30, 2017. Top-side entries are those entries that VA makes directly
into MinX when consolidating and preparing VA'’s financial statements. We noted that when VA
recorded those topside entries to the accrued expenses, those amounts were reversed back to
obligations without further analysis as to their continued validity. A process to validate existing
obligations and outstanding accruals was not properly implemented routinely at the transaction
level throughout FY 2017 to ensure their accuracy in FMS.

D. Consolidated Reconciliations of Transactions Recorded in FBCS with FMS lIdentified
Material Differences

Nationwide reconciliations between authorizations in FBCS to obligations recorded in FMS
consistently identified material variances throughout FY 2017. As of September 30, 2017, the
reconciliation for Community Care programs (excluding Choice and categories of care included
in the FBCS Dashboard) reported a net and absolute value variance of $1.2 billion. The
reconciliation for Choice third party administrator obligations reported a net variance of $120
million, and an absolute value variance of $2.1 billion. The continued material differences
indicated that VA did not have a thorough and comprehensive process in place to perform
complete reconciliations for all Community Care obligations, and to promptly research and
correct any potential misstatements that arose as a result of the reconciliations. Additionally, no
process was in place to reconcile Community Care 1358 transactions not authorized through
FBCS but recorded in the Integrated Funds Distribution, Control Point Activity Accounting and
Procurement (IFCAP) system with FMS.

In addition, liquidation of invalid obligations, including adjustments made based on
management’s reconciliation process, occurred only at the FMS level, and not at the FBCS
level. Transactions processed in FBCS do not have two-way interface with FMS. As a result,
financial adjustments made in FMS were not automatically updated in the FBCS, creating
further reconciliation issues. Consequently, year-end reconciliations between FBCS, IFCAP,
and FMS could not be relied upon.

E. Other Transaction Processing Related Issues Affecting Financial Reporting

We observed instances of the following from our testing that affect the accuracy of financial
reporting:

e Service Organization SSAE 18 Reports and User Controls Mapping — VA’'s service
providers underwent an independent examination of their controls, in accordance with
Statement on Standards for Attestation Engagements (SSAE), No. 18, Reporting on
Controls at a Service Organization, published by the American Institute of Certified
Public Accountants. VA did not complete its mapping of internal controls instituted by its
service providers until after year-end. In addition, as a result of its analysis, VA
concluded that the scope of systems and services included in one contractor's
SSAE18 report provided insufficient audit coverage for controls relevant to performing
VA's claims processing, including the intake, providers’' claims processing, invoicing to
VA, and quality assurance of its business process. As a result, VA was unable to
rely on one major service organization’s controls to determine the impact on VA's
internal control over financial reporting and the effectiveness of these controls.

¢ Obligations were not recorded timely —Delays ranged from three months to nine months.
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Criteria:

OMB Circular A-123 provides guidance to Federal managers on improving accountability and
effectiveness of Federal programs and operations by establishing, assessing, correcting, and
reporting on internal controls. Management is responsible for establishing and maintaining
internal control to achieve the objectives of effective and efficient operations, reliable financial
reporting, and compliance with applicable laws and regulations.

Cause:

Significant system limitations hindered effective and efficient operations and controls for the
Community Care programs. For example, FBCS does not directly interface with IFCAP and
FMS. Also, since each medical center has a separate instance of FBCS, it was difficult to
consolidate information and manage programs from the overall perspective. Further, cost
estimation tools used for obligations were manual and not consistently applied across all
medical centers. In addition, FMS’s auto-accrual function did not reflect actual liabilities at year-
end.

Given the system limitations, the VHA CFO'’s office led efforts to analyze individual Community
Care program obligations against actual expenditures over time to support the reasonableness
of current obligation levels and accrual estimates. However, the analysis was provided after
year-end without supporting documentation.

We also noted that OCC did not have adequate policies and procedures for its own monitoring
activities. OCC's activities also were not integrated with VA and VHA CFO responsibilities under
the Chief Financial Officers Act of 1990 (CFO Act) to develop and maintain integrated
accounting and financial management systems; oversee recruitment, selection, and training of
personnel to carry out agency financial management functions; direct and manage policy
compliance and oversight of all Community Care financial management personnel, activities,
and operations.

Effect:

These conditions could cause balances for obligations, accrued expenses, and undelivered
orders (UDOs), as reported in the financial statements, to be misstated.

Recommendations:
We recommend that the Executive in Charge, Veterans Health Administration:

1. Establish and implement detailed guidance and procedures to assist staff in reviewing
open authorizations and obligations and automated accruals for potential adjustment.
Include instructions on performing root cause analysis and performing follow-up analysis
on aged authorizations and obligations — including direct follow up with medical
providers when a transaction has no activity for over 90 days (for appointment and
invoicing). Supplement the guidance with training at medical centers and VISNs.

2. Ensure the close coordination and integration between the CFOs, OCC, VISN, and
medical centers so key accounting and financial management controls are properly
designed, implemented and monitored for Community Care programs.

3. Implement policies, procedures, and a reliable and accepted pricing tool to ensure:
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a) FBCS authorization estimation methodology is consistently applied across all
medical centers.

b) Validation of obligated amounts is performed monthly and cost estimation
methodology is adjusted/revised as warranted.

c) Expired authorization estimates are promptly liquidated from both FBCS and IFCAP.

d) Transaction level details in FBCS, IFCAP, and FMS for obligations and
disbursements are reconciled monthly in a complete and nationwide consolidated
manner (including the month-end cut-off date to be on the last date of the month).

Continue efforts to develop auditable methodologies for establishing and validating
Community Care obligations and accruals. Community Care obligations by nature are
generally based on estimates, and are set to auto-accrue per the system formula. The
obligations as estimates may not reflect the authorized care and accruals may not fairly
represent the services provided to the veterans by the year-end date. As the overall
Community Care program is still evolving, the methodologies used to calculate the
obligations and accrual should be adapted continually to adjust to the risks and
operations of the underlying programs. Elements that require a change to the obligation
and accrual methodologies should be documented and supported.

Expand the periodic look-back validations and analyses on obligation and accrual

balances reported for all Community Care programs against subsequent activity to:

a) Ensure accuracy of financial reporting and to maximize budgetary resources.

b) Identify significant differences to be investigated and researched.

c) Adjust the accrual methodology to reflect actual Community Care spending
patterns.

Ensure that management’s monitoring controls include:

a) Detailed reviews and validation of cost estimations and reconciliations performed.

b) Timely liquidation of long outstanding or canceled appointments.

¢) Measurement of the number of days for financial events, such as appointment
fulfillment, provider invoicing, and payments to be completed.

Work with Office of Information and Technology (OI&T) to modernize the information

technology (IT) infrastructure supporting key Community Care programs to:

a) Facilitate data transparency from inception (authorization) to completion (payment
and receipt of medical records) that also can be interfaced with the general
ledger system.

b) Consider web-based management and real-time interactive engagement with
providers on consults, authorizations, receipt of claims and medical records,
adjudication of claims, and notification of provider payments.

c) Decrease manual processes where possible.

8. Work to ensure the two-way interface of financial data between the FBCS,

procurement systems, and the general ledger system is part of VA's ongoing
systems modernization efforts. Establish common data elements and fields to
facilitate the flow and reconciliation of information between the general ledger and
subsidiary systems, including Electronic Contract Management System (eCMS),
FBCS, etc. to facilitate a consolidated, comprehensive reconciliation between FMS
and the various subsidiary systems where the underlying transactions are initiated.
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9. Work with the service provider to ensure the service provider's SSAE report will
support VA'’s reliance on its systems and services. Continue to assess and document
the results of the service provider's SSAE 18 report, including any risk to VA due to
control deficiencies at the service provider, and ensure compensating controls are
implemented at OCC. Ensure the OCC completes its service provider monitoring
program to verify that its service organizations’ controls relevant to performing VA's
claims processing are working effectively.

3. Financial Reporting
Background:

VA’s legacy core financial management and general ledger system, FMS, was implemented in
1992. Since that time, Federal financial reporting requirements have become more complicated
and the level of financial information needed by management, Congress, and other oversight
bodies has become increasingly demanding and complex. FMS’s outdated chart of accounts,
incorrect budget mapping tables, accounting attributes (Direct vs. Reimbursable, Fed vs. non
Fed, etc.) and transaction codes are not USSGL compliant. Due to FMS’s limited functionality to
meet current financial management and reporting needs, VA utilizes another application, the
Management Information Exchange (MinX) system, to consolidate general ledger activities from
FMS and create financial statements for external reporting. However, this process still requires
significant manual intervention and workarounds to ensure accurate financial reporting. These
limitations increase the risk of errors in the financial reporting process and become more
apparent over time as additional reporting requirements continue to accumulate.

Conditions:

Although VA has been working diligently to identify root causes and has made necessary
improvements in areas such as reduced use of journal vouchers (JVs), many of these issues
have existed for years and require extensive efforts to change existing business processes,
research legacy differences and implement solutions to resolve them. VA’'s CFO along with VA'’s
Financial Service Center has taken the lead in addressing many of the reported matters since
the prior year. However, those long standing issues require time and sustained VA wide efforts
to ensure their proper implementation. Through FY 2017, VA's financial reporting issues
continued to exist or emerged in the following areas:

A. Lack of FMS Reconciliations with Subsidiary Systems

VA has several legacy subsidiary systems that no longer meet financial management system
requirements and do not have a two-way interface with FMS. Key VBA and VHA subsidiary
systems - including Veterans Health Information Systems and Technology Architecture (VistA),
IFCAP, Benefits Delivery Network (BDN), the Veterans Service Network (VETSNET), Insurance
General Ledger (IGL), and Centralized Administrative Accounting Transaction System (CAATS)

- only have a one way interface with FMS. Although FMS returns transaction processing results
(such as success/failure or accept/reject status) for some of these subsidiary systems, this is
not considered a two-way interface.

In addition, the interface from the Long Term Solutions system (LTS) to BDN is a one-way
process. Education benefit payments were determined and processed in LTS and transferred
through the system interface to BDN for payments. However, the payment data in BDN does not
feed back into LTS to show the entire history from eligibility and entitlement determinations, to
actual payments processed.
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Reconciliations between the subsidiary systems where the financial transactions were initiated
and FMS were either not performed, partially performed, performed decentrally, or performed
manually. As a result, VA's accounting and financial reporting is severely hindered by system
and business process limitations. Subsidiary systems where the financial events were initiated,
were not always the systems that directly fed information into FMS, which further exacerbated
the reconciliation issues.

B. Extensive Use of Journal Vouchers

Despite significant improvements, VA still recorded a large number of adjustments, called JVs,
to its accounts in order to prepare VA's financial statements. Most of these adjustments are due
to FMS limitations and are “top-side” entries into MinX. Top-side entries are those entries that
VA makes directly into MinX when consolidating and preparing VA's financial statements. These
entries do not flow through VA's general or subsidiary ledgers and are not subject to normal
financial system controls. Although legitimate reasons exist for top-side entries, their overuse is
indicative of system or control problems.

The substantial use of top-side entries in MinX, in particular by VBA, which recorded
approximately 86 percent of the overall MinX JVs’ absolute value, created a complicated and
labor-intensive financial reporting environment. The majority of JVs were due to incorrect
budgetary posting, correction of trading partner data, and input of actuarial estimates after
guarter-end. As a result, the MinX JVs were used to achieve VA's financial reporting
requirements.

In addition, JVs posted in prior years and housed in a default account (i.e., Station 151) were
not reclassified to the proper fund symbols or accounts after the financial reporting periods
were closed resulting in large accumulated balances in FMS, which further increased the
risk of misstatements in financial reporting.

Further, each accounting period in MinX is independent, which requires numerous JVs, manual
reconciliations, and analyses to be reperformed and reentered to produce VA's quarterly
financial statements and trial balances for the U.S. Department of the Treasury (Treasury).

Use of manual adjustments such as top-side entries often bypass controls instituted for ordinary
transaction processing and increases the risk of introducing errors into financial reporting. The
use of JVs requires a high level of review and analysis to mitigate the risk of material errors in
the financial statements.

C. Issues with Inter-Agency Agreements and Reconciliations

VA does not have a centralized repository for all active intra- and inter-agency agreements to
support and facilitate its transaction level research and reconciliation. As a result, accounts
involving intra-governmental transactions, such as obligations, unfilled customer orders, and
offsetting collections recorded in FMS, did not agree to the inter-agency agreement amounts,
and no reconciliation at the transactional level was performed to ensure their agreements. Intra-
governmental differences by trading partner for VA was approximately $3.2 billion of which $1.4
billion is related to unresolved differences. In addition, $938 million of the $1.4 billion was
attributed to intra-VA transactions as of June 30, 2017.

In addition, due to FMS system limitations, transactions were mapped to the incorrect Federal or
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Non-Federal attributes as a default. FMS does not have the functionality to meet new
Governmentwide Treasury Account Symbol Adjusted Trial Balance System (GTAS) reporting
requirements at the time of transaction processing. High-volume, high dollar JVs were entered
into MinX to adjust trading partner and general ledger attributes in order for VA’'s trial balance
submission to pass GTAS edits. The JVs recorded by management included categories such as
“No Trading Partner,” “IntraVA,” “Unknown,” etc.

D. Recording of Prior Year Budgetary Recoveries

Due to FMS system limitations, VA was unable to provide a report with transactional level
details that supports its recoveries of prior year unpaid obligations (recoveries) without
extensive manual efforts. VA initially reported approximately $3.5 billion as recoveries at
September 30, 2017. Many of the transactions reported as recoveries were not true recoveries,
but were related to error corrections for valid, existing obligations, such as vendor name
changes and reclassification of budget object class codes, vendor codes, accounting strings,
etc. No de-obligation of excess funds actually occurred in these instances. As a result of those
conditions, VA recorded top-side entries in the total amount of approximately $900 million to
adjust the recovery balances recorded in FMS.

In addition, certain Community Care recovery transactions were either not supported by
documentary evidence or processed in a timely manner.

E. Budgetary to Proprietary Analyses Contained Material Differences

VA performs “Budgetary to Proprietary” account analysis by Treasury Fund Symbol to fix out of
balance accounts. This analysis compared budgetary accounts with closely related proprietary
accounts to ensure consistency between them. Due to FMS and subsidiary system limitations,
and timing issues, significant differences continued to exist throughout FY 2017.

F. Significant Abnormal Balances Reported

An abnormal balance is an account balance that shows a debit balance when it should be a
credit balance and vice versa. Significant abnormal balances continued to exist at the fund level
at September 30, 2017. Significant abnormal balances identified at the fund level from the VBA
and VHA business lines are not being researched and cleared from VA's trial balance in a timely
manner. Many of those balances have remained in the accounts for years.

G. Lack of Reconciliation and Timely Clearing of Deposit/Clearing Account Activities

VA continues to not have a centralized and consolidated process to properly report, reconcile,
and monitor the outstanding unapplied deposit/clearing account activities, which resulted in
year-end reporting with over $2 billion of transactions in absolute value, relating to the net value
of $176 million in Note 3, Fund Balance with Treasury, to the financial statements. Management
was unable to provide a detailed report containing valid and outstanding transactions that still
needed to be researched and applied to the proper account at year-end.
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Criteria:

OMB Circular A-123 makes management responsible for establishing and maintaining internal
control to achieve the objectives of effective and efficient operations, reliable financial reporting,
and compliance with applicable laws and regulations.

Cause:

The age and limitations of VA’s various financial management systems caused VA to record
numerous manual JVs and implement extensive manual processes and controls to prepare its
financial statements for external reporting purposes. Many of the long standing JV recording
and financial reporting issues could have been eliminated through increased oversight,
monitoring, coordination, and communication by the VA CFO and among various VA groups. In
addition, adequate internal controls were lacking in the following key areas: 1) centralized and
consolidated reconciliations for key accounts, 2) complete inventory, proper accounting and
monthly reconciliation of intra and interagency agreements 3) reporting for recoveries
transactions, 4) budgetary to proprietary analyses, and 5) researching and clearing of abnormal
balances and deposit/clearing account activities. Lastly, VBA and VHA did not implement
significant portions of the CFO’s guidance on financial reporting, and the VA CFO did not
ensure information provided by the Administrations was complete, accurate, and properly
validated prior to consolidation.

Effect:
These weaknesses increased the risk of errors in the financial reporting process.
Recommendations:

We recommend that the Acting Assistant Secretary for Management and Acting Chief Financial
Officer:

1. With respect to FMS reconciliations with subsidiary systems:

a) Perform an enterprise risk management (ERM) review that includes all of VA's
subsidiary systems to inventory all types of VA’s financial transactions and how they
are initiated, interfaced, and ultimately recorded in FMS. Such an analysis can be
performed in conjunction with the system modernization efforts including identifying
the gaps and developing gap alternatives to address the systems that will not be part of
the modernization.

b) After such mapping is performed, management should establish a risk register for
each of those systems and prioritize system modernization or institute system fix
efforts. Work with the OI&T and the relevant business offices to ensure complete
and consolidated reconciliations between those subsidiary systems and the general
ledger system are performed on a monthly basis. Reconciliations should start with
the subsidiary systems where the transactions are first initiated. This ERM
assessment should be done in a consolidated and integrated manner. In addition, as
VA is decentralized and the need for digital information transparency and accuracy is
great, management should stay apprised of other advancing technologies that would
provide VA the ability that once a transaction is initiated, it could be automatically
tracked and recorded all the way through without further manual input.

c) In the meantime, prior to system modernization, FMS cumulative reconciliation with the
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subsidiary systems should be strengthened and performed to ensure complete and
consolidated reconciliations between those subsidiary systems and FMS are performed
on a monthly basis.

2. With respect to JVs:

Continue to implement policies and procedures:

a) Ensure that VA strengthens the JV recording process to set controls surrounding the
research and review of account differences and subsequent adjustments. The
process and controls should include:

b)

i)

i)

Standardized categories of JVs, including the type of journal entries to be recorded
throughout VA. Since this was implemented recently (late FY 2016), training or
other forms of communication are recommended to ensure the groupings are
consistently applied across JVs in MinX.

Requirement that budgetary entries initially recorded in FMS be consistent with
amounts in Treasury warrants, Standard Form SF-132, Apportionment and
Reapportionment Schedule, and SF-133, Report on Budget Execution and
Budgetary Resources.

Requirement to have an additional layer of review for significant entries to ensure
their accuracy and appropriateness before posting.

Once the JV process has been standardized, monitoring should be performed to
ensure that the policies and procedures are being implemented properly:

)

ii)

Perform a pro forma analysis to validate major accounting entries with their
posting logic and attribute settings in FMS before posting. Continue efforts to
correct and establish missing FMS transaction posting logic to minimize the use of
manual JVs. Manual JVs should be used only for unusual transactions, as a
general rule (e.g., quarterly accruals, correcting posting errors, timing differences,
or unusual one-time entries, etc.).

Perform an analysis over recurring, monthly MinX JVs used to adjust FMS balances
to the SF-132 and the SF-133 and follow up with the budget officials as to the
discrepancies noted. The review should include JVs proposed by financial
management as well as JVs proposed by the VA budget staff to ensure
consistency with all financial reporting documents (i.e., SF-132 and SF-133,
continuing resolutions funding calculations, etc.). Provide the necessary education
and training to ensure the proper recording of budgetary transactions from the
onset.

Monitor and analyze JVs used in order to further reduce the volume. Update
standard operating procedures and improve business processes when necessary to
reduce the use of JVs. Provide and distribute the trending analysis from period to
period as to the number of adjustments recorded to ensure the corrective actions
are being implemented by responsible parties.

iv) Continue reviewing and researching all JVs recorded in the FMS Station 151

default account and reclassify them to the proper funds and accounts promptly.

3. With respect to intra-governmental agreements and reconciliations:
a) Continue to work with all VA Administrations to fully implement a centralized repository

of

all intragovernmental agreements. Perform an inventory review of those agreements

to:

i) Determine whether balances are recorded in FMS accurately.
i) Ensure that agreements in the repository reflect an active or closed status.

b) Consider whether closed agreements need to be renewed, maintained in the

re

pository or archived.
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c) Document VA policies and procedures on the use of a centralized repository. The
document should be communicated across VA. In addition, a user manual should be
readily available in the repository. The repository system and the manual should include:
i) Definition of what constitutes an inter-agency agreement versus an intra-VA

reimbursable agreement, including completed sample forms of those agreements
for reference.

i) Available electronic forms readily accessible and available for user completion and
upload of the forms.

ii) A complete listing of all related accounting treatments.

iv) A step-by-step guide on how to upload and execute the agreements with trading
partners, and a requirement to ensure those uploaded agreements are correct and
current via automated edit checks.

v) Clarification as to the required data fields versus less important but informative
data fields.

vi) Electronic means of tracking an agreement from its inception to its finalization,
along with the various levels of review and approval documented in the system.

vii) A checkbox for intra-VA reimbursable transaction included in the on-line electronic
form. When the checkbox is checked off, an intra-VA transaction that includes both
sides of the buyer-seller transaction should be initiated and properly recorded. An
edit check function should be enabled to ensure it happens.

viii) Automatic notification to the agreement holder (i.e., party that is executing the
agreement) when the agreement is expiring in 60 days and also when it has
expired.

ix) Two way interface between the repository and the general ledger system when a
transaction occurs.

X) Automated cumulative reconciliation between the repository system and the
general ledger system performed monthly.

d) Produce reports on transactions with other Federal agencies with sufficient detail to
link those transactions to relevant interagency agreements. Implement a monthly
reconciliation process with trading partners and amongst VA Administrations on intra-
agency reimbursable agreements.

e) Fully implement the Treasury Financial Manual processes described in Volume |,
Part 2, Chapter 4700, Appendix 10, Intragovernmental Transaction Guide, issued in
July 2017, Section 2.3, for:

i) Authoritative Source Reconciliation (subsection 2.3.1)

i) Material Difference Reports (subsection 2.3.2)

iii) Root Cause/Corrective Action Plan Process (subsection 2.3.3)

iv) Dispute Resolution Process (subsection 2.3.4)

v) Measure IGT Activity/Scorecards (subsection 2.4)

f) Provide training to budget, program and financial management staff on the use,
accounting and reconciliation of intra-VA and inter-agency reimbursable agreements to
ensure their proper implementation throughout VA.

4. With respect to prior year budgetary recoveries:
a) Implement a process to validate the transactions included in the details supporting
prior year recoveries.
b) Develop procedures to perform monthly reconciliations of the prior year recoveries
detailed report to the trial balance.

5. With respect to budgetary to proprietary analysis and abnormal balances:
a) Perform budgetary to proprietary account relationship tests and the abnormal balance

125
Department of Veterans Affairs — FY 2017 Agency Financial Report



EXHIBIT A
Material Weaknesses

review at the Treasury Fund Symbol level by fund type on a quarterly basis and resolve
discrepancies.

b) Research discrepancies and tie points that do not work, determine the cause, and
document resolutions. A reconciliation of the numbers included in the analysis to the
MinX trial balance should be performed to support the validity of the analysis.

6. With respect to deposit/clearing account activities:

a) Develop a centralized process to identify and reconcile all deposit/clearing activities.
The report supporting the deposit/clearing accounts should contain valid and
outstanding transactions that still need to be researched and applied to the proper
account. Perform analyses to identify issues/trending such as transactions not
resolved in 60 days, administrations or stations with the most outstanding
transactions, etc. to implement targeted corrective actions. Unreconciled differences
should be researched and resolved within 60 days pursuant to management policy.
This should be performed as part of the Fund Balance with Treasury reconciliation to
ensure completeness.

7. Upon system modernization efforts being completed, update the OMB Circular A-123
business process narratives to remove outdated financial reporting information and
document current procedures performed in the financial reporting process, including, but
not limited to, the use of JVs, budgetary to proprietary analysis, abnormal balance
review, and intra and inter-agency reconciliations.

We recommend that the VHA CFO and Acting VBA CFO:

8. Work with the Acting Assistant Secretary for Management and Acting Chief Financial
Officer to identify reasons for JVs and institute the necessary controls including the
appropriate and effective communication channels, and system improvements to
eliminate the extensive use of JVs. Unusual JVs must be elevated to upper management for
their review and approval

4. Loan Guarantee Liability

VA's Home Loan Guarantee program provides a guarantee to commercial lenders against
losses from veterans’ mortgage loan defaults. VBA uses complex models (regression-based
variable default model and cash flow-model) to estimate future cash flows over the life of the
loans and determine the cost of these guarantees on a present value basis for budgetary and
for financial reporting purposes. These models ultimately produce an estimate that is reported
as part of the Liability for Loan Guarantee (LLG) in the balance sheet. To accomplish its
mission, VBA uses the services of two service organizations in conducting its loans operations.

VBA's Office of Resource Management (ORM), headed by VBA's acting CFO, is responsible for
preparing the LLG estimate and maintaining the models. ORM considers its model to be an
econometric model and does not coordinate with the Office of Enterprise Integration’s Office of
Predictive Analytics and Actuary. However, similar to Material Weakness No. 1, “Compensation,
Pension, Burial and Education Actuarial Estimates,” we observed significant management
oversight issues with this liability estimate. This material weakness should be read in
conjunction with Material Weakness No. 1.
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Conditions:

A. Liability for Loan Guarantee (LLG) Estimate Has Been Consistently Misstated

ORM has consistently produced LLG estimates that have been misstated over several years for
financial statement reporting purposes. Material misstatements have necessitated year-end
adjustments to financial statements. These misstatements are due to structural deficiencies in
ORM’s model, a deficient internal control and governance environment, and inaction on the part
of ORM to address model deficiencies identified by its own independent verification and
validation analysis and by CLA.

We identified a minimum overstatement of approximately $1.4 billion in the LLG estimate
produced by ORM for the FY 2017 financial statements to reduce the LLG estimate for home
loans guarantee from $10.8 billion to $9.4 billion. The VBA model estimate was also overstated
and adjusted by approximately $800 million in FY 2016.

These audit adjustments were the outcome of a combination of deficiencies identified in VBA’s
estimating processes and internal controls as detailed below:

1. VBA Estimating Model Structural Deficiencies:

The VBA Housing Models (models) are the source systems for calculating the LLG
accrual estimate (estimate). The estimate has been consistently misstated for several
years. The estimates were consistently understated for several years following the
housing crisis that started in 2007, as VBA'’s experience from loan defaults (i.e., claims
or cash outflows) was not captured quickly enough by the model. Conversely, the model
started incorporating the housing crisis data after claims had already been paid. It did
not properly assess the lower risks in the new loan portfolio going forward, resulting in
the model overstating the claims estimate.

Specific limitations identified within the VBA model include:

e The model is a cohort level single stage model versus a loan level model with
multiple components to estimate the probability of default, prepayment and loss-
given-default separately.

e The model does not include underwriting characteristics such as mark-to-market
loan-to-value variables to account for geographic specific housing price appreciation.

¢ The model uses a moving average methodology versus predictive modeling that is
able to factor in the fundamental drivers of the cash flows and cohort performance.

e Sufficient documentation of the model's operations, source data, testing, sensitivity
analysis, adjustments, changes in assumptions, and overrides was not provided.

e The model's forecasting of zero fee refunds beyond policy year two indicates
management bias in the LLG estimate as the fee refunds historically occur after
policy year two.

The limitations in the VBA models and lack of adequate internal controls, as described
below, were also cited in a report issued in October 2017 by a firm hired by VBA to
perform an independent verification and validation of the VBA models. Similar results
were reported by another VBA hired study in 2012. CLA has communicated the overall
control deficiencies identified above to VBA leadership since 2010. Not implementing
corrective action timely is by itself an internal control deficiency.

127
Department of Veterans Affairs — FY 2017 Agency Financial Report



EXHIBIT A
Material Weaknesses

These structural deficiencies have impacted VBA's ability to effectively forecast
future program cash flows. Cash flows are generated from such activities as paying
claims (a cash outflow) and recoveries (an inflow). The present value of the
anticipated future net cash outflows represents the estimated liability that VA reports
on its balance sheet.

VBA models project cash flows by year up to the maximum 30-year life of a loan.
Those models have consistently shown significant differences between the model
forecast and the actual program performance ranging from $244 million to $1.3 billion
during the past five years, with the difference being $1.3 billion for FY 2017 and $1
billion for FY 2016, respectively.

2. Internal Control Environment and Model Governance Is Deficient

VBA does not have a defined and documented process for engaging and involving
senior leadership outside of the budget office within ORM for critical decisions and
oversight over various loan guarantee subsidy modeling activities, including; model
development, risk assessment, assumption development and review, and model
validation. Currently, management decisions on VA model assumptions and revisions
are heavily dependent on one person, the Director of VBA Credit Reform. The
complexity and subjective nature of modeling require a peer review by a person
experienced with the housing modeling to ensure appropriate and unbiased judgments
are used in developing the estimates.

B. Service Organization SSAE 18 Reports and User Controls Mapping

VBA uses the services of two service organizations in conducting its loans operations. One
service organization provides hosting and manages the technology operations relating to the
Veteran Affairs’ Loan Electronic Reporting Interface (VALERI). VALERI enables mortgage
servicers to report loan events through their web portal user-interface within VALERI. A second
service organization provides real estate owned (REOQ) asset disposition and related services to
VA. Both service providers issue Service Organization Control (SOC) reports regarding their
controls relevant to the user entities’ internal control over financial reporting.

VBA, as a user entity of significant systems, does not timely review the appropriateness,
adequacy or effectiveness of its service organizations’ internal control as part of evaluating its
internal control over financial reporting. The SOC reports of the service organizations are issued
and received after the fiscal year end which does not allow VBA to timely execute its management
oversight for the financial reporting period.

If VA cannot require both service organizations to provide their SOC reports within the current
fiscal year to allow VA to timely assess the service organizations’ internal control, VA
management should document its mapping of internal controls instituted by its service
organizations and its own implementation of compensating controls to avoid over-reliance on
contractor processes and contractor-provided data.

Criteria:

Federal Financial Accounting and Auditing Technical Release (TR) No. 6: Preparing Estimates
for Direct Loan and Loan Guarantee Subsidies under the Federal Credit Reform Act, states that:
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e Cash flow models should be tested for reliability as part of the approval process by
comparing estimated cash flows to actual cash flows and assessing the model's ability to
replicate a credit program's performance.

e Preparing reliable and timely direct loan and loan guarantee subsidy estimates must be
a joint effort between the budget, CFO and program offices at each agency.

e Special emphasis for programs that have peak periods — Where applicable, an
acceptable monitoring process should provide extra emphasis during periods when
cohorts are experiencing significant increases or decreases in defaults, prepayments,
recoveries, or other cash flows.

e If the most recent estimated cash flows of a cohort are different from the actual
experience, these differences and the reasons for these differences may affect the future
estimated cash flows of that cohort. The effects on the future cash flows of that cohort
need to be assessed and included in the reestimate, and the reasons for the estimated
effects need to be documented.

GAO Green Book, Standards for Internal Control in the Federal Government, makes
management responsible for the performance of processes assigned to service organizations.
Management should understand the controls each service organization has designed, has
implemented, and operates for the assigned operational process and how the service
organization’s internal control system impacts the entity’s internal control system.

Cause:

ORM has refused to implement our recommendations made over many years to improve its
model and has been very reluctant at times to adjust its estimates. ORM management has
stated concern about introducing inconsistencies between VBA'’s budget estimates for the loan
guarantee program and the financial statements and has represented that OMB approved the
model. However, neither of these statements removes management’s responsibility to prepare
financial statements in accordance with generally accepted accounting principles.

Since 2008, VBA has not updated its policies and procedures outlining key aspects of its model
risk management activities and how they are to be performed. It did not have a formalized
annual process, to include senior management outside of the budget office, to review the design
of its cash flow models, fully evaluate the comparison of actual cash flows to forecasted cash
flows, and analyze the effects of program attributes or operations that could identify potential
errors in their estimates caused by changing programmatic or macroeconomic variables.

In addition, VBA obtained an independent validation review of the model in FY 2012 but did not
implement any of the recommendations from that review.

Effect:

The deficiencies reported above may result in significant misstatement of the LLG liability and
related accounts within the financial statements, and ineffective monitoring and oversight by
those parties ultimately responsible for these estimates.

Recommendations:

We recommend that the Acting Assistant Secretary for Management and Acting CFO, the
Acting Assistant Secretary for Enterprise Integration, and the Acting Under Secretary for
Benefits work together to:
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Design and implement a set of policies and procedures for a model risk management
oversight and governance structure, with a control framework that defines the roles and
responsibilities for program, budget, department and government stakeholders.

2. Develop and implement a comprehensive set of policies and procedures surrounding the
full life cycle of the modeling process that include model risk management, model
governance, model development, use and validation. Such documentation would include
the following:

a) Definitions of the key elements of the model governance structure

b) Governance process

c) Model development process, standards and controls

d) Model performance standards and tracking

e) Model inventory management

f) Data, assumption, and model risk assessment processes

g) Controls over analyses and alternate scenario calculations

h) Model documentation and user manual development practices

i) Procedures for managing system controls and models security

i) Procedures for capturing information on, prioritizing and planning for model updates,
revisions or corrections resulting from risk management activities

3. Implement the guidance provided in Appendix A: Acceptable Sources of Documentation for
Subsidy Estimates and Reestimates in the Federal Financial Accounting and Auditing
Technical Release 3 (Revised) Auditing Estimates for Direct Loan and Loan Guarantee
Subsidies under the Federal Credit Reform Act.

4. Implement the 23 recommendations in the VA Budget Model Validation Report issued in
FY 2017.

5. Implement the recommendations in the CLA FY 2017 independent assessment report of
the VA models.

6. Request from the two service organizations their annual SOC reports on a cycle that
matches VA financial statement reporting cycle. Assess and document the results of the
service providers’ SSAE 18 reports, including any risk to VA due to control deficiencies
among the service providers, and compensating controls implemented by VBA. Complete
its service provider monitoring program to ensure that its service organizations’ controls
relevant to performing VA's guarantee loans’ related processing are working effectively.

5. CFO Organizational Structure

Background:

The CFO Act requires each executive department to have a CFO to assess, direct, and
manage the entity’'s overall financial management risks to enable efficient and effective
business operations and meet the entity’s internal and external financial reporting needs.

Condition:

VA’s decentralized and fragmented organizational structure for financial management and
reporting continues to weaken its compliance with the Chief Financial Officers Act of 1990 (CFO
Act) and its internal control system. Fulfilling these responsibilities is inherently more difficult in a
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decentralized and fragmented organization where accountability follows the same decentralized
structure. Breakdowns in internal control systems become more likely as needed
communication and coordination across complex and layered internal organizational boundaries
becomes more difficult to achieve. Based on our observations of the overall control
environment, and through the results of our testing, we noted that overall accounting, financial
management and financial reporting risks are not being effectively managed at the highest level
of governance. This fragmented reporting structure is a contributing factor to the multiple
weaknesses described below.

A. Responsibility and Accountability for VA's Financial Management Is Divided

The Assistant Secretary for Management is VA's statutory CFO, as required under the CFO Act.
The VA CFO has particular responsibility for establishing financial policy, systems and operating
procedures for all VA financial entities; providing guidance on all aspects of financial
management; and producing VA’s consolidated financial reports. VA administrations and other
offices are responsible for implementing those policies and producing the financial information
that the VA CFO’s office consolidates. Business components, such as VHA, VBA, and the
National Cemetery Administration (NCA), have their own CFOs, who oversee financial
management operations and follow the chain of command within those organizations. These
CFOs have reporting lines of authority to the head of their components, not to the VA CFO.

Most of VA’'s budget authority and financial statement accounts are under the operational
control of its major administrations and offices. The reliability of VA’s financial reporting as a
whole, therefore, is dependent, in a large part, on the quality of financial management at these
organizations.

Under the CFO Act and VA policy, the VA CFO has responsibility for strategically planning and
overseeing all financial management activities relating to the programs and operations of VA.
However, the current organizational structure diminishes the VA CFQO’s ability to fulfill that role.
In particular, the VA CFO has limited direct authority over financial management at these
organizations. For example, VA’s CFO does not have any formal authority to manage VA's
financial operations from top down, integrate various but similar business operations to achieve
consistency and efficiency, establish and manage accountability for financial management
functions deployed throughout VA, and to ensure the proper recruitment, placement and
retention of key financial personnel at VA components who affect VA's financial reporting as a
whole. As such, VA’s governance structure does not include strong accountability controls for
financial management at the enterprise level.

In addition, VHA's financial management structure, in particular, continued to remain
fragmented with financial personnel reporting up various chains of authority, with only one
comparatively small group reporting to the VHA CFO. Overall, VHA's financial management
functions are currently managed by three categories of CFOs - the VHA CFO, the OCC CFO,
and the 18 VISN CFOs through the Deputy Under Secretary for Health for Operations and
Management. The VISN CFO structure includes more than 200 individuals who are VISN CFOs,
medical center CFOs and program office budget officials. This structure results in ineffective
design and operation of internal controls for significant business cycles across VHA. The VHA
CFO'’s responsibilities are limited and do not have direct authority over the activities of the other
CFOs. A centralized and strategic process to oversee and effectively manage the financial
management risks of VHA as a whole was not in place throughout FY 2017.
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B. Examples of Difficulties in Financial Management Governance and Coordination

The CFO’s overall monitoring efforts on key accounting and financial reporting issues,
and resource management to ensure the high priority risks are attended to and properly
addressed early on during the audit process, still needs significant improvement as those
matters were carried from the prior year. We observed numerous instances where the
lack of effective oversight and lack of overall financial management and accountability in VA’s
CFO organization structure contributed to material weaknesses cited in this report.

Compensation, Pension, Burial and Education Actuarial Estimates: The
compensation, burial, and education actuarial estimate is the largest number in VA’'s
consolidated financial statements—over $2.9 trillion. Corrective actions recommended
in our prior year report, along with management's assessment of Chapter 33
estimation uncertainty and the development of liability models for Chapter 30, 31, and
35 education programs, were implemented near or after year-end. The very late effort
to develop estimation methodologies with supporting data placed the modeling
estimates at risk. In addition, the acting VA and VBA CFOs, and the OEI were unable
to ensure a Chief Actuary was in place to manage and take full responsibility,
including performing quality control reviews, for the actuarial models. Although VBA
management does not believe this finding resulted from the CFO organizational
material weakness, we noted that the operation of the current CFO organizational
structure as a whole was unable to effectively resolve this material weakness
concerning the actuarial estimates critical to VA's financial reporting.

Community Care Obligations, Reconciliations and Accrued Expenses: The obligations
and accrued expenses for Community Care programs are material to VA's
consolidated financial statements. Primary financial management responsibility rests
with the OCC. Although the OCC has retained the authority related to Community
Care programs, effective monitoring controls had not been implemented to evaluate
financial management results to ensure compliance and consistent application of
established controls, such as the use of similar and consistent practices in cost
estimation for obligations and the management of authorizations for non-VA care.
Such differences can lead to variations in estimates when compared to actual
obligations. Neither the VHA CFO nor VA CFO has any formal authority over financial
practices in this office. We observed many financial management difficulties faced by
this office, particularly in accounting for accurate obligations, transaction
reconciliations, and the estimation of accrued expenses. Further, as Community Care
funding increases, the OCC assumes more financial responsibility instead of the VHA
CFO, resulting in further erosion in the VHA CFO responsibilities.

Financial Reporting: The VA CFO’s office is responsible for producing VA's
consolidated financial statements, but it must consolidate accounts that are mostly
under the operational control of other organizations. Therefore, the VA CFO'’s office is
dependent upon VA's major components to perform adequate reconciliations, data
clean-up and reviews of those accounts, such as intra and inter-agency
reconciliations, use of JVs, accounting for prior year recoveries, budgetary to
proprietary account comparisons, and research and resolution of abnormal balances.
We observed numerous instances where VA’'s major components had not effectively
implemented or completed these procedures.

Loan Guarantee Liability: VBA did not have a defined and documented process for
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engaging and involving senior leadership outside of its budget office for critical
accounting estimate decisions and oversight over various loan guarantee subsidy
modeling activities. As a result, a number of structural deficiencies in the design of
VBA's variable default model and cash flow model (VBA models) that impacted VA's
ability to effectively forecast future guarantee loan program cash flows persisted.
Significant differences existed between the model forecasts and actual program
performance.

C. Noncompliance with the CFO Act

VA’'s decentralized and fragmented organizational structure for financial management and
reporting is not organizationally structured, and does not operate in a fully integrated manner, as
described above. As such, VA does not provide sufficient organizational authority for the VA
CFO to perform fully the following responsibilities under the CFO Act. Each agency CFO is to
report directly to the head of the agency and is responsible for key financial activities within the
department, including:

e Overseeing all financial management activities relating to the programs and
business operations of the agency
o Directing, managing, and providing policy guidance and oversight of agency
financial management personnel, activities, and operations, including the recruitment,
selection, and training of personnel to carry out agency financial management functions
o Developing and maintaining an integrated agency accounting and financial
management system, including financial reporting and internal controls, which:
o Complies with applicable accounting principles, internal control standards, and
OMB policies and requirements
o Provides for complete, reliable, consistent, and timely information, which is
prepared on a uniform basis and responsive to the financial information needs
of agency management

We also observed that VA has collaborative committees, such as the Senior Assessment Team
and the Financial Policy Steering Group, where internal control, reporting, and policy matters
are considered and decisions are made on a consensus basis. Such collaboration is
recommended to ensure that components are fully involved in those matters that affect them,
their collective expertise is utilized, their concerns are recognized and addressed, and they can
agree with the decisions made. However, such collaborative decision-making cannot negate or
overrule the VA CFO'’s responsibilities as delineated above under the CFO Act. Regardless of
the committee structure, the VA CFO has primary responsibility for overseeing all financial
management activities at VA.

Criteria:
The CFO Act of 1990 stipulates the following:

Sec. 902. Authority and functions of agency Chief Financial Officers, states:
“a. An agency Chief Financial Officer shall—

1. report directly to the head of the agency regarding financial management matters;

2. oversee all financial management activities relating to the programs and operations
of the agency;

3. develop and maintain an integrated agency accounting and financial management
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system, including financial reporting and internal controls, which—

A. complies with applicable accounting principles, standards, and requirements,
and internal control standards;

B. complies with such policies and requirements as may be prescribed by
the Director of the Office of Management and Budget;

C. complies with any other requirements applicable to such systems; and

D. provides for--

i. complete, reliable, consistent, and timely information which is prepared on
a uniform basis and which is responsive to the financial information needs
of agency management;
ii. the development and reporting of cost information;
iii. the integration of accounting and budgeting information; and
iv. the systematic measurement of performance;
4. make recommendations to the head of the agency regarding the selection of
the Deputy Chief Financial Officer of the agency;
5. direct, manage, and provide policy guidance and oversight of agency financial
management personnel, activities, and operations, including-

A. the preparation and annual revision of an agency plan to-- (i) implement the 5-
year financial management plan prepared by the Director of the Office of
Management and Budget under section 3512(a)(3) of this title; and (ii) comply
with the requirements established under sections 3515 and subsections (e)
and (f) of section 3521 of this title;

B. the development of agency financial management budgets;

C. the recruitment, selection, and training of personnel to carry out agency
financial management functions;

D. the approval and management of agency financial management systems
design or enhancement projects;

E. the implementation of agency asset management systems, including systems
for cash management, credit management, debt collection, and property and
inventory management and control;

6. monitor the financial execution of the budget of the agency in relation to actual
expenditures, and prepare and submit to the head of the agency timely
performance reports.”

Cause:

VA’s CFO organizational structure has historically been decentralized. The decentralization of
financial management functions among the VA component entities without any organizational
reporting and accountability back to the VA CFO has greatly diminished the VA CFQO'’s ability to
affect financial management at the components, which could ultimately result in material errors
in financial reporting going unaddressed or undetected.

Effect:

The decentralization of financial management functions among the VA component entities
without organizational reporting and accountability back to the VA CFO has decreased the VA
CFO'’s ability to affect financial management at the components and across the VA enterprise.
This weakness also presents a significant risk to VA’s planned conversion to a shared service
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provider in order to modernize its financial systems.

In addition, due to the decentralization of VHA CFQO'’s responsibilities, there is a lack of effective
and centralized oversight and accountability over VHA's overall accounting and financial reporting
functions. This can lead to duplication of efforts, inefficiencies, waste of resources, and
inconsistencies on how financial management directives and policies are executed and
monitored. This could also cause a breakdown of internal controls, which could lead to material
errors in the financial statement balances.

Recommendations:

We recommend that the VA Secretary and Deputy Secretary:

1. At a minimum, provide the VA CFO office with sufficient authority to oversee all financial
management activities relating to the programs and operations of the agency. The VA CFO
should have specific formal authority and active participation for:

a) Approving job descriptions and skill requirements for those who head VA components’
financial management activities and operations.

b) Participating in the selection and recommendation of those individuals.

c) Participating in their annual performance evaluation.

2. Implement ERM in accordance with OMB Circular A-123. As part of this implementation:
a) Enable the VA CFQO's office to centralize and consolidate its oversight and monitoring role.
b) Establish a sound and integrated governance structure that engages all members within
VA management, and focuses on having the right competencies in place across
accounting, financial reporting, and financial management roles.
Work to develop a transparent and accountable culture to:

c)

)

v)

Openly share information regarding its financial analyses, including root causes of
issues/findings, best practices and engage responsible parties to actively address
financial management and reporting risks.

Work with responsible parties to implement corrective actions to timely address and
mitigate the identified issues/risks.

Encourage communication and collaboration under the CFQO’s leadership to establish
working level committees to resolve any identified accounting, financial management,
and financial reporting issues.

Involve other stakeholders such as key leaders from Acquisition, Logistics and Asset
Management to collaboratively address financial management issues and develop risk
mitigation strategies.

Provide the necessary financial management training and performance monitoring to
continuously elevate the financial management capabilities and knowledge within VA.

We recommend that the Executive in Charge, Veterans Health Administration:

3. Consolidate VHA's CFO responsibilities such that the VHA CFO'’s office has the necessary
authority to oversee all VHA’s accounting, budgeting, and financial management activities
relating to all VHA programs and operations. All VA medical center CFOs should be
accountable to the VISN CFOs who then are accountable to the VHA CFO office. In
addition, the OCC CFO and all other program CFOs should be accountable to the VHA
CFO's office. The VHA CFO should in turn, be accountable to the VA CFO as well as the
Deputy Under Secretary for Health. The VHA CFQO'’s responsibilities should be consistent
with VA CFO’s recommended above and include the following:
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a) Developing and maintaining integrated accounting and financial management systems;

b) Directing, managing, and providing policy guidance and oversight of all VHA financial
management businesses processes, key financial activities, and operations;

¢) Approving and managing VHA financial management systems design and enhancement
projects;

d) Implementing VHA asset management systems, including systems for cash
management, credit management, debt collection, and property and inventory
management and control;

e) Monitoring the financial execution of the VHA budget in relation to actual expenditures;

f) Ensuring the proper and consistent implementation of corrective actions for key audit
findings throughout VHA. Developing a financial management matrix and sharing its
monitoring results with the field staff. Implementing follow-up actions to ensure corrective
actions are taken in a timely manner;

g) Providing timely and necessary communication and training to field staff and program
offices; and

h) Participating in the annual performance evaluation of the field staff when performance
improvement is needed.

6. Information Technology Security Controls

VA relies extensively on IT system controls to initiate, authorize, record, process, summarize,
and report financial transactions in the preparation of its financial statements. Many of VA's
legacy systems have been obsolete for several years. For example, VA's core financial
accounting system, FMS, is coded in Common Business Oriented Language - a programming
language developed in the late 1950s and VA’s system employed at the medical centers -
Veterans Health Information Systems and Technology Architecture (VistA) - was built in the late
1970s. Because of their age, legacy systems are more burdensome and costly to maintain,
cumbersome to operate, and difficult to adapt to meet today’s operational requirements. Internal
controls over these operations are essential to ensure the integrity, confidentiality, and reliability
of critical data while reducing the risk of errors, fraud, and other illegal acts.

Our review of IT controls covered general and selected business process application controls
across 24 selected VA medical centers, regional offices, and major data centers. As noted in
prior years’ audits, VA continues to have weaknesses in Configuration Management, Access
Controls, Security Management, and Contingency Planning Controls designed to protect
mission-critical systems from unauthorized access, alteration, or destruction.

Our current year audit identified security weaknesses that were corrected in some locations and
for certain control activities. Examples of VA improvements in its IT control environment include
continued implementation of the Enterprise Cybersecurity Strategy Team to serve as the core
for enhancing strategic security priorities and coordinating remediation activities. As part of
these initiatives, we noted continued improvements related to reducing the number of
individuals with outdated background investigations, significantly improving the use of two-factor
authentication, implementing an enhanced audit log tool, improving the overall system
authorization process, and ensuring consistent compliance with United States Government
Configuration Baseline standards. In addition, VA has continued predictive scanning of its
networks allowing for the identification of vulnerabilities across field offices. Further, VA has
continued the implementation of an IT Governance, Risk and Compliance Tool to improve the
process for assessing, authorizing, and monitoring the security posture of the agency.

The aforementioned controls require time to mature and show evidence of their effectiveness.
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Accordingly, we continue to see information system security deficiencies similar in type and risk
level to our findings in prior years and an overall inconsistent implementation of the security
program. Moving forward, VA needs to ensure a proven process is in place across the agency.
VA also needs to continue to address control deficiencies that exist in other areas across all VA
locations.

We continue to find control deficiencies in Configuration Management, Access Controls, Security
Management, and Contingency Planning domains. Most importantly, we continue to identify
significant technical weaknesses in databases, servers, and network devices that support
transmitting financial and sensitive information between VA’'s medical centers, regional offices,
and data centers. This is a result of an inconsistent application of vendor patches and outdated
system software that could jeopardize the data integrity and confidentiality of VA’s financial and
sensitive information. VA has made progress in deploying current security patches; however,
older patches and previously identified vulnerabilities related to configuration weaknesses and
outdated system software continue to persist on its networks. While some progress was made in
these areas, VA needs to improve deployment of security patches, system upgrades, and system
configurations that will mitigate significant security vulnerabilities and enforce a consistent
process across all field offices. In addition, VA continues to operate key financial management
systems using outdated technology that hinders mitigation of certain vulnerabilities.

Many of these weaknesses can be attributed to an inconsistent enforcement of an agency-wide
information security program across the enterprise and ineffective communication between VA
management and the individual field offices. Therefore, VA needs to improve its performance
monitoring to ensure controls are operating as intended at all facilities and communicate security
deficiencies to the appropriate personnel, who take responsibility for implementing corrective
actions and ensuring those actions are taken. Our assessment of the general and application
controls of VA’s key IT infrastructure and financial systems identified the following conditions:

Conditions:

Configuration Management

¢ Systems including key databases supporting financial applications were not timely
patched or securely configured to mitigate known and unknown information security
vulnerabilities. The deployment of vendor patches and system upgrades to mitigate the
vulnerabilities was decentralized, inconsistent, and not effective across all VA facilities.
Furthermore, VA did not have a complete inventory of the devices connected to its
networks and thus we could not verify that all of VA’'s computers undergo continuous
monitoring to ensure they remain securely configured, free of technical vulnerabilities,
and adequately patched.

¢ Key financial management systems use outdated technology that hinders mitigation of
certain vulnerabilities. While VA has purchased extended support for some of its
software, we noted many instances of unsupported software that did not have extended
vendor support. This has resulted in numerous unresolved security issues that expose
other VA systems to possible security breaches stemming from unmitigated software
vulnerabilities.

¢ VA needs to strengthen its methodologies for monitoring medical devices and ensuring
they are properly segregated from other networks.

e VA did not effectively scan all medical devices and other systems connected to VA’s
network to mitigate security risks posed by these devices. Additionally, OI&T did not
accept responsibility to manage the configuration and security of these devices in
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accordance with VA policy.

e Although VA continued to document and implement new baselines, weaknesses remain
in the process for developing, approving, and implementing configuration baseline
standards. Specifically, VA was in the process of reviewing its systems environment,
identifying systems that did not have secure baseline configuration guides in place and
developing baseline configuration guides for those systems. In addition, VA’s baseline
security process does not address emerging security threats and vulnerabilities that
could adversely impact mission critical systems.

o Change management policies and procedures for authorizing, testing, and approving
system changes were not consistently implemented for networks and mission-critical
systems.

e An agency-wide process was not fully implemented for identifying and removing
unauthorized application software on Agency systems. VA has made progress by
expanding automated software monitoring and continues to work on implementing an
enterprise wide continuous monitoring solution for unauthorized software.

Access Controls

e Password standards were not consistently implemented and enforced across multiple
VA systems, including the network domain, databases, and key financial applications.
Specifically, we identified default passwords, easily guessed passwords, and blank
passwords. In addition, multi-factor authentication for remote and local system access
had not been fully implemented across the agency.

¢ Inconsistent reviews of user access resulting in numerous generic, system, terminated,
and inactive user accounts that were not removed from the applications and networks. In
addition, inconsistent exit clearance processes for employees contributed to an increase
number of separated employees with active system user accounts.

e Proper completion of user access requests was not consistently performed to eliminate
conflicting roles and enforce principles of least system privilege. In addition, technical
access controls were not implemented in key financial applications to ensure access is
based on defined roles and adequate separation of duties.

e Monitoring of access for individuals with elevated application privileges within a major
application’s production environment was lacking.

¢ Identification, natification, and remediation of security and privacy incidents were not
consistently implemented to ensure incidents were resolved timely. In addition, network
and application security event logs, which provide audit trails, were not consistently
maintained, encrypted or reviewed across all facilities.

Security Management

¢ VA was not accurately reporting and concluding on the status of controls within their
operating environment for the regional level System Security Plans. Specifically, VA's
approach did not consider the sites in the region that did provide a response regarding
the implementation of security controls. Therefore, this reporting method did not
accurately depict the implementation status of controls throughout the Region. In
addition, Medical and Special Purpose Systems were assigned to the Regional General
Support System boundaries; however, the inventory of these devices was not reflected
in the associated system security plans and the control implementation details specific to
these devices were not addressed.

e VA issued Authority to Operate to several systems prior to completion of the Security

138
Department of Veterans Affairs — FY 2017 Agency Financial Report



EXHIBIT A
Material Weaknesses

Control Assessment (SCA); contrary to VA policy. SCA’s are performed to assess the
operating effectiveness of operational, management, and technical controls of a system.

e System Risk Assessments did not always reflect the current operating environment,
address all relevant risks, or include responses to address identified risks.

e Background reinvestigations were not performed timely and tracked effectively. In
addition, some personnel did not receive the proper level of investigation for their
position sensitivity levels. In addition, there is no centralized method for monitoring the
investigation status of contractors.

¢ Plans of Action and Milestones (POA&Ms) were not consistently updated to incorporate
all known control weaknesses, reflect changes to milestones, and documentation was
inadequate to support closed actions.

Contingency Planning

e Contingency plans were not tested to ensure failover capability to alternate processing
sites and to ensure that recovery efforts could be accomplished at designated locations.
In addition, certain financial applications were not able to be recovered within stated
Recovery Time Objectives during annual contingency and disaster recovery exercises.
e Backup tapes were not encrypted for all systems across the agency.

Criteria:

OMB Circular A-130, Appendix I, Responsibilities for Protecting and Managing Federal
Information Resources, states that, “Federal agencies must implement information security
programs and privacy programs with the flexibility to meet current and future information
management needs and the sufficiency to comply with Federal requirements and manage risks.
As technologies and services continue to change, so will the threat environment. Agency
programs must have the capability to identify, respond to, and recover from current threats while
protecting their information resources and the privacy of the individuals whose information they
maintain. The programs must also have the capability to address new and emerging threats. To
be effective, information security and privacy considerations must be part of the day-to-day
operations of agencies. This can best be accomplished by planning for the requisite security
and privacy capabilities as an integral part of the agency strategic planning and risk
management processes, not as a separate activity. This includes, but is not limited to, the
integration of Federal information security and privacy requirements (and security and privacy
controls) into the enterprise architecture, system development life cycle activities, systems
engineering processes, and acquisition processes.”

OMB A-130 also states that, “Agencies shall implement an agency-wide risk management
process that frames, assesses, responds to, and monitors information security and privacy risk
on an ongoing basis across the three organizational tiers (i.e., organization level, mission or
business process level, and information system level).”

The Federal Information Security Modernization Act of 2014 (FISMA), amended the FISMA Act
of 2002 that requires each agency to develop an agency-wide information security program that
includes:

e Periodic assessments of risk, including the magnitude of harm that could result from
the unauthorized access, use, disclosure, disruption, modification, or destruction
of information and information systems that support the operations and assets of the
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organization;

e Policies and procedures that are based on risk assessments, cost-effectively
reduce information security risks to an acceptable level and address information
security throughout the life cycle of each organizational information system;

e Plans for providing adequate information security for networks, facilities,
information systems, or groups of information systems, as appropriate;

e Security awareness training to inform personnel of the information security risks
associated with their activities and their responsibilities in complying with
organizational policies and procedures designed to reduce these risks;

o Periodic testing and evaluation of the effectiveness of information security policies,
procedures, practices, and security controls to be performed with a frequency
depending on risk, but no less than annually;

e A process for planning, implementing, evaluating, and documenting remedial actions
to address any deficiencies in the information security policies, procedures, and
practices of the organization;

e Procedures for detecting, reporting, and responding to security incidents; and

e Plans and procedures for continuity of operations for information systems that
support the operations and assets of the organization.

Cause:

Dispersed locations, continued reorganization, and diversity of applications have impacted
facilities’ and management’s ability to consistently remediate IT security deficiencies across the
enterprise. For example, VA’s complex and disparate financial system architecture has resulted
in a lack of common system security controls and inconsistent maintenance of IT mission-critical
systems. Consequently, VA continues to be challenged with consistent and proactive
enforcement of established policies and procedures throughout its geographically dispersed
portfolio of legacy applications and newly implemented systems. The continued reorganization
of components within VA, such as the centralization of data centers and the shift of control from
the local sites to regional levels, has caused delays in communicating established policies with
personnel throughout VA. In addition, VA lacks an effective and consistent corrective action
process for addressing and monitoring known internal security vulnerabilities on databases and
network infrastructures.

Effect:

By not effectively implementing and enforcing IT policies and procedures, there is an increased
risk that financial and personally identifiable information may be inadvertently or deliberately
misused and may result in improper disclosure or theft without detection. Further, key financial
management systems use outdated technology that hinders mitigation of certain security
vulnerabilities. Without remediating all significant security vulnerabilities, systems could be
compromised resulting in potential harm to confidentiality, integrity, and availability of VA
sensitive data.

Recommendations:
The Executive in Charge for the Office of Information and Technology should continue to

analyze and prioritize remediation efforts to accomplish security and control objectives. Key
tasks should include, but are not limited to:

140
Department of Veterans Affairs — FY 2017 Agency Financial Report



EXHIBIT A
Material Weaknesses

Implement improved processes to ensure all VA organizations and systems are included in
the vulnerability management program and implement improved mechanisms to
continuously identify and remediate security deficiencies on VA’s network infrastructure,
database platforms, and Web application servers.

2. Implement an improved patch and vulnerability management program to address security
deficiencies identified during our assessments of VA's database platforms and network
infrastructure.

3. Develop and implement a strategic plan to address unsupported technology.

4. Strengthen processes and controls to monitor medical devices and ensure they are
properly segregated and protected from other networks.

5. Implement processes to consolidate the security responsibilities for local facility systems
not currently managed by OI&T and ensure security vulnerabilities are remediated in a
timely manner.

6. Maintain up-to-date, complete, accurate, and readily available security baseline
configurations for all platforms. Ensure that all baselines are appropriately implemented,
tested, and monitored for compliance with established VA security standards.

7. Implement improved change control procedures to ensure the consistent testing and
approval of system changes for VA financial applications and networks.

8. Fully develop a comprehensive list of approved and unapproved software and implement
continuous monitoring processes to identify and prevent the use of unauthorized software
on agency devices.

9. Implement improved processes to ensure compliance with VA policy for password and
security configuration baselines on domain controllers, operating systems, databases,
applications, and network devices.

10. Fully implement two-factor authentication for remote and local system access throughout the
agency.

11. Implement improved processes for periodic reviews of network and financial applications to
ensure appropriate user access rights. Remove generic and inactive accounts on systems
and networks.

12. Implement improved processes to ensure the proper completion of termination exit
checklists for separated employees. Verify that VA property, including access badges, are
returned and system accounts are disabled.

13. Implement improved processes to ensure the proper completion and retention of user
access request forms that enforce principles of least system privilege, prior to granting
system access.

14. Implement technical access controls that will restrict user access based on defined roles and
enforce adequate separation of duties principles.

15. Implement improved access monitoring within production environments for individuals with
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elevated system privileges.

Strengthen agency-wide incident response procedures to ensure timely notification and
resolution of computer security incidents in accordance with VA standards.

Implement improved processes for monitoring system audit logs for unauthorized or unusual
activities across all systems and platforms. Implement improved procedures for analyzing
audit logs and ensure audit logs are maintained and protected in accordance with VA
Handbook 6500, Risk Management Framework for VA Information Systems — Tier 3:
Information Security Program.

Implement processes to ensure security control implementation status and risks are
accurately reported to support a comprehensive risk management program across the
organization.

Implement an improved process to monitor and update information system inventories and
control details to ensure an accurate account of information system components including
medical devices and special purpose systems.

Implement an improved continuous monitoring program in accordance with the National
Institute of Standards and Technology Risk Management Framework. Specifically regarding
evaluating the effectiveness of security controls prior to granting authorization decisions.

Implement improved processes for reviewing and updating key security documentation,
including risk assessments on an annual basis or as needed. Such updates will ensure all
required information is included and accurately reflects the current environment, new
security risks, and applicable Federal standards.

Strengthen processes to ensure appropriate levels of background investigations are
completed for all applicable VA employees and contractors in a timely manner.

Strengthen processes to ensure local facilities track background reinvestigations for
employees and contractors in high-risk positions and the Security Investigation Center
initiates all reinvestigations in a timely manner. Additionally, implement improved
processes for local facilities to accurately and timely report any changes in position
sensitivity levels. Furthermore, local facilities should ensure position descriptions are
appropriately marked for position risk and sensitivity levels in accordance with the Office of
Personnel Management Position Designation Automation Tool.

Strengthen processes to ensure that plan of action and milestones are developed for
known weaknesses and they are tracked and updated in a timely manner.

Implement improved processes to ensure closed plans of action and milestones are
adequately supported with appropriate documentation.

Implement improved processes for the testing of contingency plans and failover capabilities
for financial applications and general support systems to ensure that critical components
can be recovered at an alternate site in the event of a system failure or disaster.

Implement improved processes to ensure the encryption of backup data prior to transferring
storage media offsite.
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1. Procurement, Undelivered Orders, Accrued Expenses and Reconciliations
Background:

VA obligates its budgetary resources when it enters into a binding legal agreement, such as a
contract with a third party, or through an estimation process using 1358s. After the receipt of
goods and services or at the end of the agreement period, any previously obligated but
undisbursed amounts, i.e., UDOs, should be de-obligated, enabling the unused funds to
potentially become available for other agency program needs. When the unneeded obligations
continue to remain on VA’s books, they are considered to be inactive and invalid obligations.

Condition:

VA’s overall monitoring of obligations and accrued expenses needed improvement during FY
2017, excluding the Community Care program, which is reported as a material weakness in
Exhibit A. Certain control deficiencies continued to exist as the year-end adjustments to account
for accrued expenses were projected to be approximately $1.6 billion.

A. Reconciliations

VA utilizes the IFCAP and CAATS system to initiate and authorize requests for goods and
services, monitor status of funds, establish obligations, confirm receipt of goods and services,
and record vendor payments. In addition, VA also utilizes the Electronic Contract Management
System (eCMS) to maintain procurement documentation. As reported in previous years and in
the Financial Reporting material weakness, VA does not perform a complete reconciliation of all
outstanding obligations and expenditures between IFCAP, CAATS, eCMS, and FMS at the
transaction level. Not performing periodic cumulative reconciliations between these subsidiary
systems and FMS increases the risk that all activities are not accurately reflected in the financial
records, and ultimately, in the financial statements.

B. Lack of Control Surrounding the Extensive Use of 1358s

As previously reported by the GAO, VA has used 1358s for over 60 years and utilizes them for
the procurement of goods and services extensively. As of September 30, 2017, VA’s obligations
based on 1358s approximated $4.1 billion. VA allows 23 different categories of use, and they
are integral to the operation of some large VA programs. In most cases, 1358s bypass
conventional contracting controls by design, in order to support program circumstances or
needs. However, we noted several weaknesses in the extensive use of 1358s. Frequently,
these obligations in VA's general ledger were based on estimates that were difficult or not
possible to trace to the underlying transactions or were not based on a consistent estimation
process. They were used when contracts and inter-agency agreements would have provided
stronger internal control through the oversight of contracting officers. Further, 1358 transactions
were not closely monitored and validated by management to ensure obligations incurred and
accrued expenses were not overstated.

C. Lack of Comprehensive Look-back Analysis

VA’s accrued operating expenses are comprised of two components—invoices received but not
yet paid, and goods and services received but not yet invoiced. VA estimates the amount of
goods and services received but not yet invoiced using either an automatic calculation by FMS
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or a manual process. VA did not have an adequate process to validate these estimates against
actual payment data from FMS. As a result, the overestimation of obligations resulted in an
overstatement of accrued expenses at period end. A comprehensive look-back analysis or
validation of its accrual methodology was not performed throughout the majority of the year.
Management recorded top-side journal entries in the approximate amount of $990 million to
reverse over-accrued expenses for vendor pay obligations at September 30, 2017. We noted
that when VA recorded these top-side entries to the accrued expenses, those amounts were
reversed back to obligations without any analysis as to their continued validity.

D. Pervasive and Long Standing Procurement Related Issues Affecting Financial Reporting

We observed instances of the following across VA from our sample testing that affect the
accuracy of financial reporting:

¢ Untimely liquidation of inactive UDOs — Delays ranged from four months to three years.

e Untimely recording of contracts or modifications into the general ledger system (FMS) —
Delays ranged from approximately two months to eight months.

¢ Recording of obligations prior to contract execution — Obligations, including purchases
through the National Acquisition Center (NAC), were recorded in FMS up to 1 year and 1
month prior to the execution of the contracts or contract amendments.

e Over-obligation of funds — Recorded obligations exceeded the contract or purchase
order amounts.

e Proper procurement procedures were not followed in obtaining goods or services — We
noted a variety of exceptions.

Criteria:

The FMFIA requires agencies to implement controls that ensure obligations and costs are in
compliance with applicable laws and that revenues and expenditures are properly recorded and
accounted for to permit the preparation of reliable financial and statistical reports. According to
31 U.S.C. 1501 (a), an amount shall be recorded as an obligation of the United States
Government only when supported by documentary evidence of a binding agreement between
an agency and another person.

Cause:

These conditions were due to a highly decentralized organization accompanied by the lack of
effective oversight and monitoring controls, system limitations, policy weaknesses, and lack of
adequate training for personnel involved in the requisitions and financial reporting processes.
Communication between business lines and administrative offices within VA did not always take
place in a timely manner. In addition, an effective validation process for the accrued expenses
balance, including a look-back analysis, was lacking.

Effect:

Material misstatements of obligations incurred, UDOs and accrued expenses may occur and not
be detected timely as a result of these control weaknesses.
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Recommendations:

We recommend that the Acting Assistant Secretary for Management and Acting Chief Financial
Officer:

1. Work with OI&T to ensure the two-way interface of financial data between the
procurement subsidiary systems and the general ledger system is part of the VA's
ongoing systems modernization efforts. Develop common data elements and fields to
facilitate the reconciliation and flow of information between the general ledger system
and subsidiary procurement systems, including IFCAP, eCMS, and CAATS, to enable a
consolidated and comprehensive reconciliation.

2. In coordination with appropriate procurement and program officials, assess whether key
controls established for 1358 obligations, are adequately designed to ensure that the
use of 1358s is extremely limited and for obligations immaterial in dollar amounts as the
use of 1358s often bypasses the procurement processes outlined in the Federal
Acquisition Regulation (FAR). In addition, establish controls to ensure that the
responsibility of those utilizing 1358s is properly delegated to the appropriate officials as the
obligation is similar to the financial responsibility associated with an executed contract.

3. Evaluate the design and execution of controls around the use of 1358s as follows:

a. Work in coordination with the administrations to perform a complete assessment of
existing goods and services procured through 1358s to determine whether contract
execution/ratification is necessary.

b. Include a standard methodology within policies and procedures that the users of 1358s
should follow to support the amounts obligated by type of transaction, including guidance
on how to perform a look-back analysis to ascertain the validity of the estimation
process.

b) Engage the help of the Office of Acquisition, Logistics, and Construction (OALC) and the
Budget Office to review and develop policies and procedures for 1358s to ensure the
documentation supports the use of 1358s and is compliant with VA’'s appropriations law
and the FAR.

c) Work with OALC to establish the necessary acquisition structure and provide training to
1358 preparers and approvers on the use of contracts, inter-agency agreements, and
reimbursable agreements in place of 1358s.

d) Establish a policy that requires the automatic liquidation of remaining balances on 1358s
within a reasonable timeframe. In addition, this policy needs to be implemented in
coordination with the automated accrual methodology within FMS to ensure the accrued
expenses balance reflects the actual liability incurred and can be substantiated.

4. Closely monitor the use of 1358 obligations, particularly when the Form 1358 is used as a
vehicle for recording inter-agency agreements. For any instances where the “MISCN”
vendor code is associated with a Federal obligation, review transaction activity to ensure
that the appropriate trading partner codes are used. If Federal trading partner codes are not
associated with the obligation, evaluate for potential misclassification between Federal and
non-Federal activity and evaluate the impact, if any, on VA’'s GTAS reporting.

5. Develop a mechanism to document the intra-VA reimbursable transactions that include the
following terms and conditions to facilitate intra-VA transaction reconciliation:

a) Goods and/or services to be provided
b) Applicable legal authorities
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c) Expected period of performance to meeting the ordering agency’s needs

d) Period of availability of the funds (which should not conflict with the agency’s budget
restrictions, such as period of funds availability for the use of funds)

e) Beginning and termination dates of the agreement

f) Total estimated costs for which the requesting agency/administration office will obligate
funds

g) That actual costs incurred by the seller agency/administration office will be reimbursed

h) The method and frequency of payment

i) Any relevant financial data elements to be included, etc.

Perform monthly consolidated reconciliations of obligations and expenditures recorded in
IFCAP, CAATS, eCMS, and FMS for all open documents to ensure the accounting
information is valid and proper. Develop a plan to research and adjust the balances based
on documentary evidence.

With respect to accrued expenses:

a) Develop procedures for validating the completeness and accuracy of underlying data
used in preparing the accrual estimate, including contract performance periods, an
analysis of subsequent payments, and acceptable levels of precision.

b) Develop a process to validate accounts payable accrual methodology by comparing the
estimates with subsequent payments. Such validation should be performed for all
program elements included in the accrual process and over a few years to show a
trend of the estimates. Unusual fluctuations, if any, should be investigated and
research conclusions documented.

We recommend that the Executive in Charge, Veterans Health Administration, Acting Under
Secretary for Benefits, and the Principal Executive Director, OALC in coordination with the
Acting Assistant Secretary for Management and Acting Chief Financial Officer:

8.

Implement the existing procurement and contracting controls to ensure that all acquisitions,
obligations, and procurement-related documents are maintained in accordance with the FAR
to support acquisition decisions made by management and the obligation amount recorded
in VA’s financial statements.

a) Contracting personnel, along with each Administration’s CFO, should develop a
process to periodically and proactively monitor all open projects in IFCAP, CAATS, etc.
to ensure their understanding of the order's status and determine the validity of the
outstanding UDOs.

b) Fiscal staff should work closely with Contracting to ensure that contract or purchase
order modifications, if reasonably justified, are executed prior to the project end date
previously agreed upon.

Continue to implement VA’s Financial Policies and Procedures to ensure the following:

a) Dollar amounts in FMS accurately reflect the status of the obligation.

b) Timeframe for the obligation recorded in FMS is valid (i.e., both the beginning and end
dates are correctly reflected in the obligation).

c) Obligations are supported by sufficient detail (documentary evidence), which should also
include the project performance period in the contract/purchase order and in their
subsequent modifications to ensure proper accounting.

d) Obligations are reconciled to source documents, to include obligating documents,
receiving reports, invoices and payments.
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e) Aged obligations are valid and recorded correctly.

Strengthen controls to ensure that facility asset acquisition and planning is well- coordinated
among all key parties involving capital asset management, construction and facilities
management, contracting, logistics, fiscal service, etc., so that funds are obligated when the
facility is ready to execute the service, construction, purchase, etc.; and that all relevant
source documentation is maintained for the record (e.g., procurement files, signed contracts,
etc.).

Provide the necessary periodic training and implement controls at the facility level to
strengthen staff's knowledge and compliance with appropriations law, to reinforce the
importance of reviewing the obligating documentation and relevant files, including invoices
prior to payment certification, so that payments are made properly, recorded promptly,
represent authorized services, and are posted to the correct obligation.

Implement controls to record transactions timely only based on executed contracts in FMS in
the correct funding year and ensure that contractor performance does not begin without the
official contract.

Establish an automatic notification mechanism in which the Contracting Officer's
Representative and the Contracting Officer can receive advance notification upon the
contract's expiration to renew, extend or close out the expiring contract before the
performance period ends. Controls should be implemented to ensure timely processing of
contract amendments so that contract performance periods remain current and accurate,
and that inputs for calculating accruals and other contract milestones with financial impact
are tracked appropriately.

Monitor active interagency and reimbursable agreements where a VA party is either the
buyer or the seller to ensure timely and accurate recording of revenues, accounts
receivable, obligations, undelivered orders, expenses, unfilled customer orders, etc.

recommend that the Executive in Charge, Veterans Health Administration, Acting Under

Secretary for Benefits, and the Principal Executive Director, OALC:

15.

16.
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Ensure obligations are not being incurred without the bona fide need that derives from
robust acquisition planning and procurement for services. In addition, work with NAC to
ensure that high tech medical equipment acquisitions are executed in a timely manner, to
prevent delinquent obligations or obligations that are unsupported by contract activity.
Provide the necessary medical center training to ensure documentation for requisition
requests is complete and compliant with NAC’s procurement policies and procedures.
Consider a mechanism to allow NAC to directly record obligations on medical center’'s books
upon signing of the contract/purchase order with the vendor.

Implement reconciliation controls to ensure stations timely liquidate their excess obligations

upon the issuance of NAC purchase orders so that the amounts obligated in VHA’s account
agree to the reimbursement amount to be paid to NAC.
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1. Noncompliance with FFMIA

Financial Management Systems

VA’s complex, disjointed, and legacy financial management system architecture has continued
to deteriorate and no longer meets the increasingly stringent and demanding financial
management and reporting requirements mandated by the Treasury and OMB. VA continues to
be challenged in its efforts to apply consistent and proactive enforcement of established policies
and procedures throughout its geographically dispersed portfolio of legacy applications and
systems. As a result, VA’s financial management systems do not substantially comply with the
Federal financial management systems requirements and the USSGL at the transaction level,
as required by FFMIA Section 803(a). These conditions should be read in conjunction with all
material weaknesses reported in Exhibit A, including the data processing control environment
reported in Material Weakness No. 6.

A. Federal Financial Management System Requirements

VA’s core accounting system, FMS, was implemented in 1992. Since that time, Federal financial
reporting requirements have become more complicated and the level of financial information
needed by Congress and other oversight bodies has become increasingly demanding and
complex. Some of the effects of FMS’s limited functionality are described in the material
weakness, “Financial Reporting.” Due to these limitations, VA utilizes MinX to consolidate
general ledger activities from FMS to produce auditable financial statements and GTAS trial
balances. Further, each accounting period in MinX is independent and thus numerous manual
JVs, reconciliations, and analyses must be reperformed and reentered in each period to
produce VA's financial statements and GTAS trial balances. FMS’s functionality limitations
are further exacerbated due to the age of FMS.

As reported in previous years, complete and consolidated reconciliations between FMS and the
following subsidiary systems were not performed throughout FY 2017:

¢ Integrated Funds Distribution Control Point Activity, Accounting and Procurement System
(IFCAP). IFCAP is a module within VistA that is used by VHA, contracting officers, and
other VA personnel to initiate and authorize purchase requisitions for goods and services,
as well as to accumulate vendor invoices for payment. Because the commitment
accounting module was not activated during the implementation of FMS, obligations in
FMS are recorded based on approved purchase requisitions or 1358s from IFCAP instead
of valid contracts or purchase orders. Further, transactions initiated and recorded in
IFCAP cannot be centrally and completely reconciled to those in FMS or to the
procurement source documentation maintained in the eCMS.

e Electronic Contract Management System (eCMS). eCMS is an intranet-based contract
management system mandated by VA policy. Source documentation of all actions
pertaining to open-market procurements over $25,000 must be maintained in eCMS.
However, VA does not utilize eCMS to electronically process the approval and reviews
performed for its acquisitions. Obligation of funds and assignment of purchase order
numbers are still performed in IFCAP.

In addition, VA has not fully implemented a standard procurement file structure in eCMS
to maintain acquisition documentation in a consistent and efficient manner. As a result, it
was difficult at times to find acquisition documentation to support the procurement process
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followed by VA. The information in this system is incomplete and can be unreliable.

Veterans Health Information Systems and Technology Architecture (VistA). VistA is
VHA's decentralized system utilized for patient billing and collection transactions. Each
medical center has its own instance of VistA that must be separately maintained and
updated. VistA contains the detailed subsidiary records that support the FMS general
ledger control accounts.

In the case of the Medical Care Collections Fund (MCCF), VistA does not provide
management with the ability to effectively and efficiently monitor MCCF activities at the
transaction level. In particular, although billing and collection functions have been
centralized at the Consolidated Patient Accounting Centers (CPACs), CPAC personnel
still cannot generate combined reports for all the facilities under their purview. Reports
are generated separately for individual medical centers, which leads to inefficiencies in
operations and revenue management. Further, a nationwide report at a sufficient level of
detail cannot be generated. For financial reporting, MCCF revenues are recorded in
FMS through a lump-sum journal entry based on station-by-station data. This
complicates reconciliation of revenue transactions to collections and the supporting audit
trail. In addition, as VistA is not able to produce a consolidated accounts receivable
aging report at a sufficient level of detail, management does not have the tools to
properly assess the reasonableness of its allowance for loss provision or perform a
retrospective analysis to ascertain the reasonableness of its allowance methodology.

Fee Basis Claims System (FBCS). FBCS is used to manage the authorization and
payment processes for VHA's Community Care programs. FBCS sits “on top” of VistA
and is run in a decentralized manner similar to VistA. In addition, FBCS does not enable
the end users to make adjustments to inpatient authorizations after the authorization is
approved in FBCS. As a result, the system does not allow for upward or downward
adjustments in estimates based on a patient's changing needs, causing reconciling
items to permanently exist between FBCS and FMS. Further, automated and
comprehensive nationwide reconciliations between authorizations initiated in FBCS and
obligations recorded in FMS could not be performed due to the lack of system interface
between FBCS and FMS, resulting in a wide variety of reconciliation issues.

In addition, the following subsidiary systems do not have two-way interface amongst key
systems that share financial data or with FMS:
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The Centralized Administrative Accounting Transaction System (CAATS)

The Benefits Delivery Network (BDN)

The Veterans Services Network (VETSNET)

The interface from the Long Term Solutions system to BDN is a one-way process.
Education benefit payments were determined and processed in LTS and transferred
through the system interface to BDN for payments by the VBA. However, the payment
data in BDN did not feed back into LTS to show the entire history from eligibility and
entitlement determinations, to actual payment processed. No reconciliation is performed to
ensure consistency of relevant data in both systems.

The Education Benefits for the various programs are processed using different
applications (e.g., BDN, LTS, C-WINRS (system used to process chapter 31 benefits),
FOCAS (system used for Flight on the Job Training program), TIMS (The Image
Management System), etc.); some of which do not interface with FMS. Further, due to the
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limited functionality of these systems, intensive manual efforts are necessary to adjudicate
and process education benefits. These manual processes create additional inherent risk
and leave room for error.

Furthermore, certain subsidiary systems were not integrated with each other resulting in
additional manual input that produced inefficiencies and manual errors. For example, for veterans
who submit applications for Education benefits through the VA Online Application System
(VONAPP), the applications are scanned into TIMS and then manually input into LTS for the
processing of each initial claim. The lack of information interface from VONAPP to LTS creates
additional inherent risk and leaves room for manual input error.

B. USSGL atthe Transaction Level

FMS did not substantially comply with the USSGL at the transaction level for the following:

e The FMS Year-End Accounting Table (YACT) continued to close into improper subsidiary
general ledger accounts that were not compliant with USSGL, which led to significant
unresolved legacy abnormal balances. As a result, FMS or MinX JVs were required to
adjust or reclassify balances in the general ledger to make the financial statements
auditable or to pass GTAS reporting edit checks.

o0 Certain USSGL transaction codes continue to be missing from FMS. For example, VA
cannot record in its financial system, USSGL transaction code A118. As a result, a
workaround is required to put anticipated funds apportioned into the proper account
4590 - Apportionments - Anticipated Resources - Programs Subject to Apportionment.

¢ FMS does not allow for 6 digit USSGL account reporting as required by Treasury

Financial Manual.

e FMS is outdated and unable to keep up with the existing Treasury reporting requirements.
0 The existing FMS posting logic was not updated for required Treasury accounting

attributes established in the USSGL. As a result, work arounds were necessary to
address missing required attributes defined by Treasury Financial Manual. An
example of VA's work around is the modification of the FMS chart of accounts to
incorporate letters and general ledger numbers in subsidiary ledger accounts to
classify Federal and non-Federa | transactions. However, mapping issues prevent the
proper application of Federal and non-Federal attributes when a business event
occurs. This situation created the need for VA to record significant journal vouchers.

o FMS also lacks the appropriate edit checks to ensure the proper posting of
intragovernmental transactions. As a result, VA recorded over $102 billion (absolute
value) in trading partner-related adjustments as part of its GTAS submission to the
Treasury.

2. FMFIA

VA management made progress in FY 2017 by strengthening VA Administrations’ use of the
Entity Level Internal Control Assessment (ELICA) tool to assess VA wide entity level risk and to
consolidate various on-going assessment efforts throughout VA to increase efficiency. The tool
added consideration for Service Organization controls and charge card assessment. VA’s Internal
Control Program Management Office (ICPMO) also provided enhanced training efforts on
completing the ELICA tool. In addition, VA aligned their program narratives to 12 business
processes and prioritized them with consideration for VA's ongoing Financial Management
Business Transformation (FMBT). However, according to management, efforts were invested in
certain processes that will be impacted by the system modernization initiative.
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As a result of this management decision, improvement is still needed with respect to the process
for preparing the Secretary’s signed statements of assurance. These assurances are summarized
by OMB updated Circular A-136, Financial Reporting Requirements, according to the following
categories:

Effectiveness and efficiency of internal control over programmatic operations (FMFIA
§2)

Conformance with financial systems requirements (FMFIA § 4)

Effectiveness of internal control over financial reporting (FMFIA 8§ 2, Appendix A)

A summary of material weaknesses (FMFIA § 2), instances of non-compliance (FMFIA
§ 4), a summary of the assurance (unmodified, modified, or no assurance), and a
summary of corrective actions to resolve the material weaknesses and instances of non-
compliance.

We noted the following areas in need of improvement in order to fully comply with the intent of

FMFIA:

Management continued to report internal control deficiencies (FMFIA 82, 84 and Appendix
A) based on findings identified by the Office of Inspector General or other independent
auditors.

Interim ELICA tools and assurance statements from VA’s Reporting Entities’ (REs’) were
not completed timely and not in accordance with the guidance provided by ICPMO.
Inconsistencies existed between the control deficiencies identified in the interim ELICA
tool completed by the REs and the RES’ interim assurance statements.

Material weaknesses were not properly identified by the VA Administrations along with
their corrective actions.

Clear alignment of the results and the key risks identified through management's OMB
Circular A-123, Appendix A, assessment did not exist. Results of the control assessment
could not be linked to the risks identified to formulate a conclusion as to whether key risks
identified were being mitigated by effective internal controls.

VA ICPMO has not been able to provide a listing of how the REs align their programs and
operations to the internal control assessment process to ensure all key VA offices are
accounted for in the annual entity level assessment.

VA'’s process for assessing and monitoring department-wide internal control of information
and financial management systems continued to be ineffective. The previously reported
material weakness in VA's IT security controls continued to exist in FY 2017.

3. 38 USC 5315

Consistent with previous years, our testing of a sample of receivables from debtors continued to
note the following exceptions:

In a sample of compensation and pension receivables, 21 of the 30 items tested were
outstanding over 90 days. VBA did not charge interest on any of the delinquent
receivables.
In a sample of 15 education receivables, 10 of the 15 items tested were outstanding over
90 days. VBA did not charge interest or administrative costs on any of the delinquent
receivables.

The requirement to charge interest and administrative costs on receivables not paid “within a
reasonable period of time” after notification is specified in 38 USC Sec 5315, Interest and
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administrative cost charges on delinquent payments of certain amounts due the United States.
VA's policy to not charge interest has been long-standing and is based on a former VA Deputy
Secretary’s July 1992 instruction.

As a result of the directive, VA is noncompliant with 38 USC 5315.
4, 38 USC 3733

When a defaulted mortgage loan guaranteed by VA goes to foreclosure, the property associated
with the loan may be conveyed by the lender back to VA. Properties conveyed to VA can then
be sold for cash, or sold by VA with VA “Vendee” Loan financing. VA offers Vendee loan
financing as a tool to reduce the amount of time that property remains in its inventory, thereby
reducing the cost of maintaining the property.

VA did not comply with 38 USC 3733, which requires VA to offer loan financing for the sale of
no less than 50 percent of VA owned foreclosed properties. The buyers of VA's foreclosed
property were denied approximately $3.5 billion in VA financing for foreclosed properties from
FY 2013 through FY 2017. VA issued a stop-work order to its servicer on August 27, 2012, to
stop the origination of Vendee loans until such time the stop-work order was lifted. VA
completed the appropriate rulemaking to address issues that halted the vendee loan program in
August 2017. However, the program was not yet fully operational as of September 30, 2017.

The Vendee loan program was set to expire on September 30, 2016, but Public Law 114-228
extended the program through FY 2017.

Other Matters
5. Actual and Potential Violations of the Antideficiency Act

VA reported one violation of the Antideficiency Act, 31 U.S.C. 1341(a) in January 2017, and is in
the process of reporting five other violations. VA is also investigating one possible violation of the
Antideficiency Act.

One reported violation involves VHA'’s use of Medical Support and Compliance (MS&C) funds to
pay for the Service-Oriented Architecture Research and Development software in the amount of
$2.6 million instead of the congressionally mandated IT Systems appropriations.

Two of the violations in the process of being reported involve the combination of minor
construction projects and one is related to the combination of one non-recurring maintenance
project with one minor project. The other two violations in the process of being reported involve
total project values exceeding the $10 million ceiling each. Congressional approval for the use of
funds is required when the project value exceeds the $10 million ceiling.

6. Noncompliance with Improper Payments Elimination and Recovery Act

On May 15, 2017, the VA Office of Inspector General reported that VA did not fully comply in
FY 2016 with the Improper Payments Elimination and Recovery Act, 31 U.S.C. 3321.
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Status of Prior Year Findings

Our assessment of the current status of the recommendations from the prior year audit is

presented below.

Type of Finding

FY 2016 Finding

Fiscal Year 2017
Status

Material Weakness

Information Technology Security Controls

Repeat — See FY
2017 Material
Weakness Finding 6

Material Weakness

Education Benefits Accrued Liability

Repeat — See FY
2017 Material
Weakness Finding 1

Material Weakness

Control Environment Surrounding the
Compensation, Pension, and Burial
Actuarial Estimates

Partial Repeat — See FY
2017 Material
Weakness Finding 1

Material Weakness

Community Care Obligations,
Reconciliations, and Accrued
Expenses

Repeat — See FY
2017 Material
Weakness Finding 2

Material Weakness

Financial Reporting

Repeat — See FY
2017 Material
Weakness Finding 3

Material Weakness

CFO Organizational Structure for VA
and VHA

Repeat — See FY
2017 Material
Weakness Finding 5

Significant Deficiency

Procurement, Undelivered Orders,
Accrued Expenses, and Reconciliations

Repeat — See FY
2017 Significant
Deficiency Finding 1

Significant Deficiency

Loan Guarantee Liability

Repeat — See FY
2017 Material
Weakness Finding 4

Compliance Finding

Noncompliance with FFMIA

Repeat — See
Compliance Finding 1

Compliance Finding

Noncompliance with FMFIA

Repeat — See
Compliance Finding 2

Compliance Finding

Noncompliance with 38 U.S.C. 5315

Repeat — See
Compliance Finding 3

Compliance Finding

Non-compliance with 38 U.S.C. 3733

Repeat — See
Compliance Finding 4

Compliance Finding

Actual and Potential Violations of
the Antideficiency Act

Repeat — See
Compliance Finding 5

Compliance Finding

Noncompliance with Improper
Payments Elimination and Recovery
Act

Repeat — See
Compliance Finding 6
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SECTION II: FINANCIAL SECTION

DEPARTMENT OF VETERANS AFFAIRS

CONSOLIDATED BALANCE SHEETS (dollars in millions)

AS OF SEPTEMBER 30,

ASSETS (Note 2)
INTRAGOVERNMENTAL

Fund Balance with Treasury (Note 3)
Investments (Notes 5 and 19)

Accounts Receivable, Net (Note 6)

Other Assets

TOTAL INTRAGOVERNMENTAL ASSETS

PUBLIC

Cash (Note 4)

Investments (Note 5)

Accounts Receivable, Net (Note 6)

Direct Loans and Loan Guarantees, Net (Note 7)
Inventory (Note 8)

General Property, Plant, and Equipment, Net (Note 9)
Other Assets

TOTAL PUBLIC ASSETS

TOTAL ASSETS

Heritage Assets (Note 10)

LIABILITIES (Note 12)
INTRAGOVERNMENTAL

Accounts Payable

Debt (Note 11)

Other Liabilities (Note 15)

TOTAL INTRAGOVERNMENTAL LIABILITIES

PUBLIC

Accounts Payable

Loan Guarantee Liability, Net (Note 7)

Federal Employee and Veterans Benefits (Note 13)
Environmental and Disposal Liabilities (Note 14)
Insurance Liabilities (Note 17)

Other Liabilities (Note 15)

TOTAL PUBLIC LIABILITIES

TOTAL LIABILITIES

Commitments and Contingencies (Note 18)

NET POSITION
Unexpended Appropriations — All Other Funds

Cumulative Results of Operations — Funds from Dedicated

Collections (Note 19)

Cumulative Results of Operations — All Other Funds
TOTAL NET POSITION

TOTAL LIABILITIES AND NET POSITION

$

$

$

$

$

$
$

$

$
$
$

2017

52,928
5,495
31

601

59,055

140
2,607
1,453

45
25,922
37

30,207

89,262

281
564

3,018

3,863

3,561
10,568
2,863,110
943

6,936
5,747

2,890,865

2,894,728

34,594

823

(2,840,883)
(2,805,466)
89,262

The accompanying notes are an integral part of these Consolidated Financial Statements.

29

A P

2016

50,459
6,243
a4
681

57,427

178
2,796
1,636

50
25,155
16

29,835

87,262

202
572
2,736

3,510

4,789
10,019
2,558,210
989

7,713
5,693

2,587,413

2,590,923

32,920

865
(2,537,446)

(2,503,661)

87,262
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SECTION II: FINANCIAL SECTION

DEPARTMENT OF VETERANS AFFAIRS

CONSOLIDATED STATEMENT OF NET COST (dollars in millions)
FOR THE PERIODS ENDED SEPTEMBER 30, 2017

NET PROGRAM COSTS BY ADMINISTRATION
Veterans Health Administration

Gross Cost $ 77,917

Less Earned Revenue (4,204)
Net Program Cost $ 73,713
Veterans Benefits Administration
Gross Cost

Program Costs $ 101,703

Veterans Benefits Actuarial Cost, Excluding Changes in Actuarial

Assumptions (Note 13) 75,353
Less Earned Revenue (880)
Net Program Cost $ 176,176
National Cemetery Administration
Gross Cost
Program Costs $ 354
Veterans Benefits Actuarial Cost, Excluding Changes in Actuarial
) (200)
Assumptions (Note 13)
Net Program Cost $ 154
Indirect Administrative Program Costs
Gross Cost $ 2,154
Less Earned Revenue 469
Net Program Cost $ 1,685
NET PROGRAM COSTS BY ADMINISTRATION BEFORE (GAIN)/LOSS
FROM CHANGES IN VETERANS BENEFITS ACTUARIAL
ASSUMPTIONS $ 251,728
(GAIN)/LOSS FROM CHANGES IN ACTUARIAL ASSUMPTIONS
(Note 13) 229,673
NET COST OF OPERATIONS $ 481,401

The accompanying notes are an integral part of these Consolidated Financial Statements.

DID YOU KNOW?
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2016

$ 73,572
(4,326)

$ 69,246
$ 96,222
106,498
(917)

$ 201,803
$ 314
200

$ 514
$ 2,054
523

$ 1,531
$ 273,094
377,500
$ 650,594
30



SECTION II: FINANCIAL SECTION

DEPARTMENT OF VETERANS AFFAIRS

CONSOLIDATED STATEMENT OF CHANGES IN NET POSITION (dollars in millions)

FOR THE PERIOD ENDED SEPTEMBER 30, 2017

Cumulative Results of Operations
Beginning Balance

Budgetary Financing Sources
Other Adjustments
Appropriations Used

Donations and Forfeitures of Cash and Cash
Equivalents
Transfers In/Out Without Reimbursement

Other Financing Sources (Nonexchange)
Donations and Forfeitures of Property
Transfers In/Out Without Reimbursement
Imputed Financing
Other
Total Financing Sources
Net Cost/(Benefit) of Operations (Note 21)

Net Change

Cumulative Results of Operations

Unexpended Appropriations
Beginning Balance

Budgetary Financing Sources
Appropriations Received
Appropriations Transferred In/Out
Other Adjustments
Appropriations Used
Total Budgetary Financing Sources

Total Unexpended Appropriations

Total Net Position

Fund_s from All Other 2017 Consolidated

Dedicated
. Funds Total

Collections
(Note 19)

865 $ (2,537,446) (2,536,581)

- 325 325

- 176,919 176,919

20 - 20

(3,492 3,736 244

23 - 23

(10) 30 20

- 2,583 2,583

- (2,212) (2,212)

(3,459) $ 181,381 177,922

(3,417) 484,818 481,401

42) $ (303,437) (303,479)

823 $ (2,840,883) (2,840,060)

- $ 32,920 32,920

- 187,396 187,396

- 137 137

- (8,940) (8,940)

- (176,919) (176,919)

- $ 1,674 1,674

- $ 34,594 34,594

823 $ (2,806,289) (2,805,466)

The accompanying notes are an integral part of these Consolidated Financial Statements.
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SECTION II: FINANCIAL SECTION

DEPARTMENT OF VETERANS AFFAIRS

CONSOLIDATED STATEMENT OF CHANGES IN NET POSITION (dollars in millions)
FOR THE PERIOD ENDED SEPTEMBER 30, 2016

F;:;i;rtzr: All Other 2016 Consolidated
Collections Funds Total
(Note 19)
Cumulative Results of Operations
Beginning Balance $ 906 $ (2,054,252) $ (2,053,346)
Budgetary Financing Sources
Other Adjustments $ - $ 5 $ 5)
Appropriations Used - 166,595 166,595
Donations and Forfeitures of Cash and Cash
Equivalents 20 i 20
Transfers In/Out Without Reimbursement $ (3,460) $ 3,745 $ 285
Other Financing Sources (Nonexchange)
Donations and Forfeitures of Property $ 89 % - % 89
Transfers In/Out Without Reimbursement (14) 39 25
Imputed Financing - 2,161 2,161
Other - (1,811) (1,811)
Total Financing Sources $ (3,365) $ 170,724 $ 167,359
Net Cost/(Benefit) of Operations (Note 21) (3,324) 653,918 650,594
Net Change $ (41 $ (483,194) $ (483,235)
Cumulative Results of Operations $ ges 3 (2,537,446) $ (2,536,581)
Unexpended Appropriations
Beginning Balance $ - 3 37,3716 $ 37,376
Budgetary Financing Sources
Appropriations Received $ - 3 164,812 $ 164,812
Appropriations Transferred In/Out - 135 135
Other Adjustments - (2,808) (2,808)
Appropriations Used - (166,595) (166,595)
Total Budgetary Financing Sources $ - 3 (4,456) $ (4,456)
Total Unexpended Appropriations $ - $ 32,920 $ 32,920
Total Net Position $ 865 % (2,504,526) $ (2,503,661)

The accompanying notes are an integral part of these Consolidated Financial Statements.
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SECTION II: FINANCIAL SECTION

DEPARTMENT OF VETERANS AFFAIRS

COMBINED STATEMENT OF BUDGETARY RESOURCES (dollars in millions)
FOR THE YEAR ENDED SEPTEMBER 30, 2017

Non-Budgetary
Credit Reform

Financing
Budgetary Account

Budgetary Resources (Note 22)

Unobligated balance brought forward, October 1 $ 21,051 $ 10,534
Recoweries of prior year unpaid obligations 2,690 -
Other changes in unobligated balance 116 (40)

Unobligated balance from prior year budget authority, net $ 23,857 % 10,494
Appropriations (discretionary and mandatory) 184,275 -
Borrowing authority (discretionary and mandatory) - 67
Spending authority from offsetting collections (discretionary and 5,530 4,879

mandatory)

Total budgetary resources $ 213,662 $ 15,440

Status of Budgetary Resources

New obligations and upward adjustments (total) $ 191,705 $ 4,259

Unobligated balance, end of year:

Apportioned, unexpired account 18,977 -
Unapportioned, unexpired accounts 335 11,181
Unexpired unobligated balance, end of year $ 19,312 % 11,181
Expired unobligated balance, end of year 2,645 -

Unobligated Balance, end of year (total) $ 21,957 $ 11,181

Total Budgetary Resources $ 213662 $ 15,440

Change in Obligated Balance

Unpaid Obligations:

Unpaid obligations, brought forward, October 1 $ 22,362 % 363
New obligations and upward adjustments 191,705 4,259
Outlays (gross) (-) (188,493) (4,313)
Recoweries of prior year unpaid obligations (-) (2,690) -

Unpaid Obligations, end of year $ 22,884 % 309

Uncollected Payments:

Uncollected Payments, Federal Sources, brought forward, October 1 (-) $ (1,547) $ -
Change in uncollected payments, Federal Sources (+ or -) 285 -

Uncollected Payments, Federal Sources, end of year (-) $ (1,262) $ -

Memorandum (non-add) entries:

Obligated balance, start of year (+ or -) $ 20,815 $ 363
Obligated balance, end of year (+ or -) $ 21,622 $ 309

(continues on next page)
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SECTION II: FINANCIAL SECTION

DEPARTMENT OF VETERANSAFFARS
COMBINED STATEMENT OF BUDGETARY RESOURCES (dollars in millions)
FOR THE YEAR ENDED SEPTEMBER 30, 2017
Non-Budgetary
Credit Reform

Financing
Budgetary Account
Budget Authority and Outlays, Net
Budget authority, gross (discretionary and mandatory) $ 189,805 $ 4,946
Actual offsetting collections (discretionary and mandatory) (-) (6,955) (4,915)
Change in uncollected pymts, Fed sources (discretionary and
mandatory) (+ or -) 285 -
Recoweries of prior year paid obligations (discretionary and
mandatory) 1,128 8
Budget Authority, net (total) (discretionary and mandatory) $ 184,263 $ 39
Outlays, gross (discretionary and mandatory) $ 188,493 $ 4,313
Actual offsetting collections (discretionary and mandatory) (6,955) (4,915)
Outlays, net (total) (discretionary and mandatory) $ 181,538 $ (602)
Distributed offsetting receipts (-) (3,785) (1,703)
Agency Outlays, net (discretionary and mandatory) $ 177,753 $ (2,305)

The accompanying notes are an integral part of these Consolidated Financial Statements.

B Coatesville

WELCOME HOME |
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Outreach to returning Veterans is critical to delivering VA benefits and services.
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SECTION II: FINANCIAL SECTION

COMBINED STATEMENT OF BUDGETARY RESOURCES (dollars in millions)
AS OF SEPTEMBER 30, 2016

Non-Budgetary
Credit Reform

Financing
Budgetary Account
Budgetary Resources (Note 22)
Unobligated balance brought forward, October 1 $ 28,551 $ 8,829
Adjustment to unobligated balance, brought forward, October 1 (10) -
Unobligated balance brought forward, October 1, adjusted 28,541 8,829
Recoweries of prior year unpaid obligations 2,663 -
Other changes in unobligated balance (283) (82)
Unobligated balance from prior year budget authority, net $ 30,921 $ 8,747
Appropriations (discretionary and mandatory) 167,471 -
Borrowing authority (discretionary and mandatory) - 10
Spending authority from offsetting collections (discretionary and
mandatory) 4,976 4,750
Total budgetary resources $ 203,368 $ 13,507
Status of Budgetary Resources
New obligations and upward adjustments (total) $ 182,317 $ 2,973
Unobligated balance, end of year:
Apportioned, unexpired account 12,537 -
Unapportioned, unexpired accounts 5,297 10,534
Unexpired unobligated balance, end of year 17,834 10,534
Expired unobligated balance, end of year 3,217 -
Unobligated Balance, end of year (total) 21,051 10,534
Total Budgetary Resources $__ 203,368 3 13,507
Change in Obligated Balance
Unpaid Obligations:
Unpaid obligations, brought forward, October 1 $ 26,676 $ 318
New obligations and upward adjustments 182,317 2,973
Outlays (gross) (-) (183,968) (2,928)
Recoweries of prior year unpaid obligations (-) (2,663) -
Unpaid Obligations, end of year $ 22,362 $ 363
Uncollected Payments:
Uncollected Payments, Fed Sources, brought forward, October 1 (-) $ 1,672) $ -
Change in uncollected pymts, Fed Sources (+ or-) 125 -
Uncollected Payments, Fed Sources, end of year (-) $ (1,547) % -
Memorandum (non-add) entries:
Obligated balance, start of year (+ or-) $ 25,004 $ 318
Obligated balance, end of year (+ or-) $ 20,815 $ 363

(continues on next page)
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SECTION II: FINANCIAL SECTION

COMBINED STATEMENT OF BUDGETARY RESOURCES (dollars in millions)
AS OF SEPTEMBER 30, 2016

Non-Budgetary
Credit Reform

Financing
Budgetary Account
Budget Authority and Outlays, Net
Budget authority, gross (discretionary and mandatory) $ 172,447  $ 4,760
Actual offsetting collections (discretionary and mandatory) (-) (5,819) (4,786)
Change in uncollected pymts, Fed sources (discretionary and
mandatory) (+ or -) 125 -
Recoweries of prior year paid obligations (discretionary and
mandatory) 708 8
Budget Authority, net (total) (discretionary and mandatory) $ 167,461 $ (18)
Outlays, gross (discretionary and mandatory) $ 183,968 % 2,928
Actual offsetting collections (discretionary and mandatory) (5,819) (4,786)
Outlays, net (total) (discretionary and mandatory) $ 178,149 $ (1,858)
Distributed offsetting receipts (-) (3,818) (313)
Agency Outlays, net (discretionary and mandatory) $ 174,331 % (2,171)

The accompanying notes are an integral part of these Consolidated Financial Statements.

UIFFERENCE

Serve those who have served our country.

-
vacareers.va.gov |
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SECTION II: FINANCIAL SECTION

NOTES TO THE FINANCIAL STATEMENTS

NOTE 1. SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES

A. ORGANIZATION

The mission of VA is to serve America’s
Veterans, their dependents, and beneficiaries
with dignity and compassion, and to be their
principal advocate in ensuring that they receive
medical care, benefits, social support, and
lasting memorials (38 U.S.C. Section 301(b)
2011). The Department is organized under the
VA Secretary (SECVA). The Secretary’s office
includes a deputy secretary and a chief of staff.
The SECVA has direct lines of authority over
the Under Secretary for Health, the Under
Secretary for Benefits, and the Under Secretary
for Memorial Affairs. Additionally, seven
Assistant Secretaries, an Inspector General, a
General Counsel, and the Chairman of the
Board of Veterans’ Appeals support the
Secretary.

B. REPORTING ENTITY AND BASIS
OF PRESENTATION

read with the understanding that VA is a
component of the U.S. Government, a
sovereign entity. VA interacts with and is
dependent upon the financial activities of the
Federal Government as a whole. Therefore, the
results of all financial decisions reflected in
these CFS are not the sole decisions of VA as a
stand-alone entity. VA's fiscal year end is
September 30.

C. BASIS OF ACCOUNTING

VA’s CFS, including the Combined Statement
of Budgetary Resources (SBR), report all
activities of VA components. VA components
include the VHA, VBA, NCA, and indirect
administrative program costs. The CFS meet
the requirements of the Chief Financial Officers
(CFO) Act of 1990 and the Government
Management Reform Act of 1994. The principal
financial statements have been prepared to
report the financial position and results of
operations of VA, pursuant to the requirements
of 31 U.S.C. 3515(b). While the statements
have been prepared from the books and
records of VA in accordance with GAAP for
Federal entities and the formats prescribed by
the Office of Management and Budget (OMB),
the statements are in addition to the financial
reports used to monitor and control budgetary
resources, which are prepared from the same
books and records. The statements should be
37

The principal financial statements are prepared
in accordance with GAAP as promulgated by
the Federal Accounting Standards Advisory
Board (FASAB) and OMB Circular No. A-136,
Financial Reporting Requirements, as revised.
The Statement of Federal Financial Accounting
Standards (SFFAS) 34, The Hierarchy of
Generally Accepted Accounting Principles,
Including the Application of Standards Issued
by the Financial Accounting Standards Board,
establishes a hierarchy of GAAP for Federal
financial statements. The principal financial
statements, prepared in accordance with
GAAP, include the CFS prepared on an accrual
basis of accounting, and the combined SBR
which reflect the appropriation and consumption
of budget and spending authority, and other
budgetary resources before eliminations.

The CFS include the Balance Sheet, Statement
of Net Cost, and Statement of Changes in Net
Pasition. In order to prepare reliable CFS,
transactions occurring among VA components
must be eliminated. All significant intra-entity
transactions were eliminated from VA’'s CFS.
However, to remain consistent with the
aggregate of the account-level information
presented in budgetary reports, SBR is not
consolidated but combined; therefore,
elimination of intra-entity transactions is not
permitted.
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SECTION II: FINANCIAL SECTION

D. BUDGETS AND BUDGETARY
ACCOUNTING

Budgetary accounting measures appropriation
and consumption of budget/spending authority
or other budgetary resources, and facilitates
compliance with legal constraints and controls
over the use of Federal funds. Under budgetary
reporting principles, budgetary resources are
consumed at the time of purchase. Assets and
liabilities that do not consume budgetary
resources are not reported, and only those
liabilities for which valid obligations have been
established are considered to consume
budgetary resources.

The combined SBR is the basic financial
statement that reports the Department’s
budgetary resources, status of budgetary
resources, change in obligated balance as of
year-end, and budget authority and outlays, net
for the year-end. Specific forms of budget
authority that the Department receives are
appropriations, borrowing authority, and
spending authority from offsetting collections.
Details on the amounts shown in the combined
SBR are included in the Required
Supplementary Information (RSI) section on the
Schedule of Budgetary Activity shown by major
account. The combined SBR is prepared on a
combined basis, not a consolidated basis, and
therefore, does not include intra-entity
eliminations.

See Note 22 for further disclosure on budgets
and budgetary accounting.

E. REVENUES AND OTHER
FINANCING SOURCES

VA collects revenues for both exchange and
non-exchange activities. Recognition of these
revenues is based upon the exchange versus
non-exchange determination, and is further
discussed below.

Exchange revenue is an inflow of resources to
VA that is recognized when earned from
exchange transactions with other federal
agencies or the public where each party to the

transaction sacrifices value and receives value
in return. Exchange revenues are discussed
further in Note 20, Exchange Transactions.

Non-exchange revenue is an inflow of
resources to VA that is recognized when VA
establishes a specifically identifiable, legally
enforceable claim to cash or other assets, to
the extent that collection is probable and the
amount is measurable, from non-exchange
transactions with other federal agencies or the
public where VA does not give value directly in
exchange for the inflow of resources.

VA receives non-exchange revenue either in
the form of voluntary donations, or has the
power to demand or compel payment in the
form of a penalty. Non-exchange revenue
consists primarily of imputed financing, but also
includes forfeitures of property, donations, and
transfers in/out without reimbursement. Imputed
financing sources consist of imputed revenue
for expenses relating to legal claims paid by the
Treasury Judgment Fund and post-retirement
benefits for VA employees paid by the Office of
Personnel Management (OPM).

Exchange revenue, which is primarily medical
revenue, is recognized when earned from other
federal agencies or the public as a result of
costs incurred or services performed on their
behalf. Medical revenue is earned by VA when
services are provided and are billable to the
first-party (Veterans) and third-party insurance
companies. Under Chapter 17, Title 38, U.S.C.,
VHA is authorized to bill a Veteran’s third-party
health insurer for health care provided at VA
and non-VA medical facilities. Generally, VA
considers a Veteran’s health care billable if the
treatment is not for a service-connected
disability.

Billable amounts are based on reasonable
charges by locality for services provided as
determined under the methodology prescribed
by 38 CFR 17.101. Under this methodology, the
billable amounts for services provided by VA
represent the 80™ percentile of nationwide
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average rates developed from commercial and
Medicare statistical data by locality throughout
the nation. The statistical data is adjusted by
the Consumer Price Index (CPI) to account for
the historical nature of the data being utilized.
The billable amounts by service provided are
developed based on the classification of
services as inpatient, outpatient, professional,
and surgical or non-surgical. The nationwide
average rates used to determine billable
amounts for services provided for inpatient care
are updated annually effective October 1%, and
nationwide average rates for billable amounts
for outpatient and professional care are
updated annually effective January 1* . The
updated charges are published by a Notice in
the Federal Register, and the charges are
available on the VHA Office of Community Care
(OCC) Web site under Reasonable Charges
Rules, Notices, and Federal Register
Information or
https://www.va.qgov/COMMUNITYCARE/revenu
e_ops/payer_rates.asp. Revenue earned but

unbilled is estimated using historical average
data. An allowance for contractual adjustments
from insurance companies and uncollectible
amounts is determined using historical average
data.

The Hampton
National
Cemetery, located
in Hampton,
Virginia, dates
back to one of the
first cemeteries, it
had burials that

+ took place as

i early as 1862,

® and is among
numerous
national
cemeteries with
origins that date
to the Civil War.

Exchange revenue also consists of benefits
revenue from reimbursement of education
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benefit programs from Servicemember
contributions that are transferred to the general
fund account with the Department of the
Treasury (Treasury), insurance revenue from
insurance policy premiums paid by
policyholders, and housing revenue from
interest earned on direct loans.

F. TRANSFERRING BUDGET
AUTHORITY TO OTHER AGENCIES

VA, as the transferring (parent) entity, is a party
to allocation transfers with the DoD, the
transferee (child) entity. Allocation transfers are
legal delegations by one department of its
authority to obligate budget authority and outlay
funds to another department. A separate fund
account (transfer appropriation account) is
created in the Treasury as a subset of the
parent fund account for tracking and reporting
purposes. All allocation transfers of balances
are credited to this account, and subsequent
obligations and outlays incurred by the child
entity are charged to this transfer appropriation
account as they execute the delegated activity
on behalf of the parent entity. Generally, all
financial activity related to these allocation
transfers (e.g., budget authority, obligations,
outlays) is reported in the financial statements
of the parent entity from which the underlying
legislative authority, appropriations, and budget
apportionments are derived.

G. FUND BALANCE WITH TREASURY

Treasury performs cash management activities
for all Federal Government agencies. The fund
balance with Treasury (FBWT) represents VA's
right to draw funds from the Treasury for
allowable expenditures. These balances in Note
3 are reconciled to Treasury and primarily
consist of trust, revolving, special, and
appropriated funds.
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H. INVESTMENTS

Investments are reported at cost net of
amortized premiums or discounts and accrued
interest, which approximates market value, and
they are redeemable at any time for their
original purchase price. Interest rates for
Treasury special securities are initially set
based on average market yields for comparable
Treasury issues. No securities have been
reclassified as securities available for sale or
early redemption. Additionally, no permanent
impairments of securities have occurred. See
Note 19 for additional disclosure of Federal
securities in funds from dedicated collections.

Allowances are recorded to reflect estimated
losses of principal as a result of the
subordinated position in housing trust
certificates. The estimated allowance
computations are based upon discounted cash
flow analysis. VA continues to use the income
from these subordinated housing trust
certificates to fund the Housing Trust Reserve
Fund (Reserve Fund), which is used in turn to
fund deficiencies in scheduled monthly principal
and interest on the loans as well as to cover
any realized losses incurred in the prior month.
Any excess funds in the Reserve Fund are
reimbursed to VA upon request.

I. ACCOUNTS RECEIVABLE

AR are reported in Note 6 at net realizable
value measured as the carrying amount, less
an allowance for loss provision or contractual
adjustment for medical care, as considered
necessary. Contractual adjustments are
estimated for Medical Care Collection Fund
(MCCF) receivables due from patients and
insurance companies using the allowance
method. The allowance is determined based on
the contractual nature of the balance due and
VA'’s historical experience with collection efforts
including a rolling 12-month analysis.
Uncollectible amounts are written off against
the allowance for loss provision or contractual
adjustment for medical care once VA

determines an amount, or a portion thereof, to
be uncollectible.

Senior Airman Kailey Simmonds, 22nd Aircraft
Maintenance Squadron assistant flying crew
chief, monitors a tire pressure gauge as she fills a
tire with nitrogen, July 11, 2017, at Eielson Air
Force Base in Alaska. After the KC-135
Stratotanker receives fuel, crew chiefs ensure the
tanker tires have the right amount of PSI to
support the heavier aircraft.

VA is required by Public Law (P.L.) 96-466 to
charge interest and administrative costs on
benefit debts similar to charges levied on other
debts owed the Federal Government. VA’'s
current practice is not to charge interest on
compensation, pension debts, and certain
education benefits based on a July 1992
decision by the then-VA Deputy Secretary.

J. DIRECT LOANS AND LOAN
GUARANTEES

Direct loan obligations and loan guarantee
commitments made after 1991 are governed by
the Federal Credit Reform Act of 1990 (the
Credit Reform Act). The financial statement
disclosures herein (Note 7) are in accordance
with SFFAS 2, Accounting for Direct Loans and
Guarantees; SFFAS 18, Amendments to
Accounting Standards for Direct Loans and
Loan Guarantees; and SFFAS 19, Technical
Amendments to Accounting Standards for
Direct Loans and Loan Guarantees. The Credit
Reform Act provides that the present value of
the estimated net cash flows to be paid by VA
for subsidy costs associated with direct loans
and loan guarantees be recognized as a cost in
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the year the loan is disbursed as a result of its
borrowing from Treasury. Direct loans and
guaranteed loans receivable are reported net of
an allowance for subsidy costs at present value,
and loan guarantee liabilities are reported at
present value.

The subsidy costs related to direct loans and
guaranteed loans receivable consist of the
interest rate differential between the loans to
Veterans and the borrowing from Treasury;
estimated default costs, net of recoveries;
offsets from fees and collections; and other
estimated subsidy costs affecting cash flows.
Adjustments to the allowance for subsidy costs
affecting cash flows consist of fees received,
foreclosed property acquired, loans written off,
subsidy allowance amortization and reestimates
of interest rates, and application of loan
technical/default provisions approved by OMB.

When the present value of cash inflows is less
than the present value of cash outflows, a
subsidy cost is incurred and reported as an
allowance for subsidy costs, reducing direct
loans and guaranteed loans receivable reported
in the consolidated balance sheet. However, a
negative subsidy occurs when the present
value of cash inflows to VA exceeds the present
value of cash outflows made by VA. The
resulting negative subsidy is reported as an
allowance for subsidy costs that increases
direct loans and guaranteed loans receivable
reported in the consolidated balance sheet.

The cash flow costs used to calculate the
present value of the liability for loan guarantees
and loan sale guarantees consist of the
estimated default costs, net of recoveries, fees
and other collections, adjustments for fees
received, foreclosed property and loans
acquired, claim payments to lenders, interest
accumulation on the liability balance,
modifications, changes in reestimates of
interest rates, and application of loan
technical/default provisions approved by OMB.
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Direct loans obligated before October 1, 1991,
are not subject to the Credit Reform Act and are
recorded at the net realizable value given the
remaining balance of amounts disbursed plus
accrued and unpaid interest receivable. The
allowance for loan losses on direct loans
obligated before October 1, 1991, is recognized
when it is more likely than not that the direct
loans will not be totally collected. The allowance
of the uncollectible amounts is reestimated
each year as of the date of the financial
statements. Loan losses are reestimated by
program.

Risk factors are evaluated for each program
and separate loan year disbursed. Risk factors
include historical loan experience, regional
economic conditions, financial and relevant
characteristics of borrowers, value of collateral
to loan balance, changes in recoverable value
of collateral and new events that would affect
the loans’ performance. A systematic
methodology based on an econometric model is
used to project default costs by risk category.
Actual historical experience includes actual
payments, prepayments, late payments,
defaults, recoveries, and amounts written off.

K. PROPERTY, PLANT, AND
EQUIPMENT

VA has a significant construction program for
medical facilities, national cemeteries, and
other Veteran-related projects. VA submits its
major construction project plans for medical
facilities and national cemeteries to Congress
for approval prior to receiving appropriated
funds. VA maintains separate appropriated fund
accounts for each type of project, as
authorized, for major and minor construction
and non-recurring maintenance projects.

Construction project costs are recorded in
construction work-in-process (WIP) accounts.
The assets are transferred to either capitalized
or noncapitalized property, plant, and
equipment (PP&E) as appropriate, when placed
in service. Construction projects completed in
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multiple phases are recorded as construction
WIP until the project phase is placed in service.
Personal property and equipment not meeting
the capitalization criteria is expensed upon
being placed in service.

Individual items are capitalized if the useful life
is two years or more and the unit price is $1
million or greater. Buildings are depreciated on
a straight-line basis over estimated useful lives
of 25 to 40 years. Equipment is depreciated on
a straight-line basis over its useful life, usually 5
to 20 years.

VA hosts the annual Veterans Small Business
Conference to support Veteran-Owned Businesses
and to help them compete for Federal contracts.

Internal use software (IUS) is also subject to the
$1 million threshold for capital assets. The
costs subject to capitalization are incurred
during the software development phase. The
capitalized costs are amortized on a straight-
line basis, and the amortization term is in
accordance with the planned life cycle
established during the software’s planning
phase. The useful life in regards to
capitalization of the IUS is determined on a per-
project basis, no less than two years, and
consistent with the solution’s longevity as
limited by legal, regulatory, and/or contractual
provisions.

L. OTHER ASSETS

Intragovernmental other assets are reported at
cost, consist primarily of intragovernmental
advances, and are primarily advances to the
U.S. Army Corps of Engineers and the General
Services Administration (GSA).

Public other assets are reported at cost and
consist of public advance payments made by
VHA primarily to hospitals and medical schools
under house staff contracts, grantees, and
beneficiaries, with the balance of the advances
being made to employees on official travel.

M. ACCOUNTS PAYABLE

Accounts payable are amounts owed by VA for
goods and services received, progress in
contract performance, and rents due. Accounts
payable also include payables to Veterans such
as scheduled compensation, pension, and
education benefits. Accounts payable do not
include liabilities related to ongoing continuous
expenses, such as employees’ salaries;
benefits; annuities for insurance programs;
interest payable and loan guarantee losses;
and Veterans’ compensation, pension, and
education benefits payable, which are covered
by other liabilities. When VA accepits title to
goods, whether the goods are delivered or in
transit, or incurs costs for services received, VA
recognizes a liability for the unpaid amount of
the goods and services. If invoices for those
goods and services are not available when
financial statements are prepared, the amounts
owed are estimated.

Intragovernmental accounts payable consists of
amounts owed to other Federal Government
agencies and accounts payable from canceled
appropriations. The remaining accounts
payable consist of amounts due to the public.
Intragovernmental and public accounts payable
are covered by budgetary resources.
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N. INSURANCE LIABILITIES

Insurance liabilities for VA'’s life insurance
programs include policy reserves, unearned
premiums, insurance dividends left on credit or
deposit and related interest payable, accrued
interest payable on insurance policies, and
dividends payable to policyholders.

United States Government Life Insurance
(USGLI) permanent plan policy reserves are
based on the American Experience Table with
2.0 percent interest and are held on a net single
premium basis.

National Service Life Insurance (NSLI) basic
policy reserves for permanent plans are based
on the American Experience Table with 3.0
percent interest, except for the modified life
plans, which are based on the 1958
Commissioner’s Standard Ordinary (CSO)
Basic Table with 3.0 percent interest, and paid-
up additions purchased by dividends, which are
based on the 2001 Valuation Basic Male (VBM)
Table with 3.0 percent interest. The reserve for
term policies is based on the 2001 VBM Table
with 3.0 percent interest and the age 70 rate
(the capped premium) of $6.18 per month per
$1,000 face amount.

Veterans Special Life Insurance (VSLI)
permanent plan policy reserves are based on
the X-18 Table at 2.5 percent interest, except
for paid-up additions, which are based on the
2001 VBM Table with 4.0 percent interest. The
reserve for term policies is based on the 2001
VBM Table with 4.0 percent interest and the
age 70 rate (the capped premium) of $5.87 per
month per $1,000 face amount.

Veterans Reopened Insurance (VRI) basic
policy reserves are based on an interest rate of
3.5 percent and a mortality basis that varies by
segment (“J,” “JR,” or “JS") and by rating code
within the “JR” segment. For “J,” the basis is
100 percent of the 1958 CSO Basic Table. For
“JR,” the basis is the same as the rating code
(150, 175, 200, 250, 300, 400, or 500 percent)
of the Basic Table. For “JS,” the basis is the
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American Experience Table, and the reserve is
a single premium. Reserves for paid-up
additions are based on the 2001 VBM Table
and 4.0 percent interest for “J,” the 1958 CSO
Basic Table and 4.0 percent interest for “JR,”
and 150 percent of the 1958 CSO Basic Table
and 4.0 percent interest for “JS.”

Service-Disabled Veterans Insurance (S-DVI)
permanent plan policy reserves are based on
the 1941 CSO Table at 3.5 percent interest
using rate book premiums. The reserve for five-
year term policies is based on varying ratios of
the 1941 CSO Table at 3.5 percent interest
using rate book premiums and is computed on
a complete contract basis. The mortality ratios
start at 250 percent for ages 50 and below and
grade down to 100 percent of the table for ages
65 and older. The reserve for term policies
renewed at age 70 and over is based on the
1941 CSO Table with 3.5 percent interest and
the age 70 term capped premium of $5.87 per
month per $1,000 face amount.

The Veterans’ Mortgage Life Insurance (VMLI)
program is operated through the Veterans’
Insurance & Indemnities (VI&I) fund. The
reserve for VMLI policies is based on 500
percent of the 1958 CSO Basic Table at 2.5
percent interest.

Memorial Day fly by in Phoenix, Arizona.

A reserve for unearned premiums is held for
premiums paid for coverage past the date of the
statement. It comprises an estimate for
premiums paid less than one month in advance
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that are unearned at the end of the reporting
period, and a reserve for premiums paid one
month or more in advance computed from in-
force master records.

Insurance dividends that are left on credit or
deposit with VA accrue interest at a rate that
varies by fund relative to the fund's investment
portfolio earnings. For FY 2017 and FY 2016,
the interest rates ranged from 3.5 percent to
4.75 percent.

The SECVA determines annually the excess
funds available for dividend payment.
Policyholders can elect to (1) receive a cash
payment, (2) prepay premiums, (3) repay loans,
(4) purchase paid-up insurance, or (5) deposit
the amount in an interest-bearing account.
Policies in four of the administered programs
are eligible for dividends: NSLI, USGLI, VSLI,
and VRI. The dividend authorization is based
on an actuarial analysis of each program'’s
claims and investment experience, compared to
the mortality and interest assumptions utilized
in that program at the end of the preceding
calendar year (CY). Dividends are declared on
a CY basis and paid on policy anniversary
dates. A provision for dividends is charged to
operations and an insurance dividend is
established when gains to operations are
realized in excess of those essential to maintain
solvency of the insurance programs.

The reserve for dividends payable is an
estimate of the present value of dividends
accrued as of the valuation date. In accordance
with GAAP requirements, VA records only that
portion of the estimated policy dividend that
applies to the current reporting period as a
dividend liability. For FY 2017, a discount rate
of 3.0 percent for NSLI (2.0 percent for USGLI,
and 4.0 percent for VSLI and VRI), along with
the appropriate accrual factor, was used. For
FY 2016, a discount rate of 3.0 percent for
NSLI, 2.0 percent for USGLI, and 4.0 percent
for VSLI and VRI along with the appropriate
accrual factor, was used. The methodology
employed by VA to estimate the dividend

liability reflects expected dividends to be paid
by quarter using percentages that are based on
the actual distribution of dividend anniversaries
at the end of the prior year.

The financial statement disclosures herein
(Note 17) are in accordance with SFFAS 5,
Accounting for Liabilities.

O. ANNUAL LEAVE

Federal employees’ annual leave is accrued as
it is earned, and the accrual is reduced annually
for actual leave taken. Each year, the accrued
annual leave balance is adjusted to reflect the
latest pay rates for leave that has been earned
but not taken. Sick and other types of
nonvested leave are expensed as taken. To the
extent appropriations are not available to fund
annual leave earned but not used, funding will
be obtained from future financing sources, and
therefore, these liabilities are not covered by
budgetary resources.

P. WORKERS" COMPENSATION
LIABILITY

The Federal Employees’ Compensation Act
(FECA) provides income and medical cost
protection to covered federal civilian employees
injured on the job, employees who have
incurred a work-related occupational disease,
and beneficiaries of employees whose deaths
are attributable to job-related injuries or
occupational diseases. Claims incurred for
benefits for VA employees under FECA are
administered by the Department of Labor (DOL)
and are ultimately paid by VA.

Workers’ compensation comprises two
components: (1) the accrued liability, which
represents money owed by VA to DOL for
claims paid by DOL on behalf of VA through the
current fiscal year, and (2) the actuarial liability
for compensation cases to be paid beyond the
current year.

Future workers’ compensation estimates are
generated from an application of actuarial
procedures developed by DOL to estimate the
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liability for FECA benefits. The liability for future
workers’ compensation benefits includes the
expected liability for death, disability, medical,
and miscellaneous costs for approved
compensation cases and for potential cases
related to injuries incurred but not reported. The
liability is determined by utilizing historical
benefit payment patterns related to a particular
period to estimate the ultimate payments
related to that period. Consistent with past
practice, these projected annual benefit
payments have been discounted to present
value using the OMB’s economic assumptions
for 10-year Treasury notes and bonds.

Q. PENSION, OTHER RETIREMENT
BENEFITS, AND OTHER
POSTEMPLOYMENT BENEFITS

Each employing federal agency is required to
recognize its share of the cost and imputed
financing of providing pension and
postretirement health benefits and life
insurance to its employees. Factors used in the
calculation of these pension, postretirement
health, and life insurance benefit expenses are
provided by OPM to each agency.

VA’s employees are covered under the Civil
Service Retirement System (CSRS) or the
Federal Employees Retirement System
(FERS). VA contributes according to both plans’
requirements. CSRS and FERS are
multiemployer plans administered by OPM. VA
does not maintain or report information about
the assets of the plans, nor does it report
actuarial data for the accumulated plan
benefits. That reporting is the responsibility of
OPM.

R. VETERANS BENEFITS LIABILITY

VA provides compensation benefits to Veterans
who are disabled by military service-related
causes. Benefits are also provided to deceased
Veterans’ beneficiaries. These benefits are
provided in recognition of a Veteran's military
service. The liability for future compensation
and burial payments is reported on VA’'s
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balance sheet at the present value of expected
future payments, and is developed on an
actuarial basis. Various assumptions in the
actuarial model, such as the total number of
Veterans, estimated future military separations,
the number of Veterans and dependents
receiving payments, discount rates, cost of
living adjustments (COLA), presumptive service
conditions resulting in disability benefits
coverage, and life expectancy, impact the
amount of the liability.

Discount rates used to measure the actuarial
liabilities are based on the average of the last
10-year quarterly spot rates with maturities
consistent with the period of expected future
payments. These spot rates were derived from
the Treasury Nominal Coupon-Issue (TNC)
Yield Curve published by the U.S. Department
of the Treasury. As a result, each year for which
expected future payments are projected has a
separate discount rate associated with it.
However, a single weighted average discount
rate is also disclosed that may be used for all
projected future payments that results in a
present value that is not materially different
than the resulting present value using multiple
rates.

un c

: :.Qﬂeiangrig..

703-360-42 ,

One of VA's Community Based Outpatient Clinics.

Estimated liabilities for Veterans’ compensation
and burial obligations in the financial
statements are measured as of the end of the
fiscal year based on June 30 beneficiary data
that is adjusted for estimated changes in the
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number of participants covered (enrollment)
during the fourth quarter. The method used to
measure the liabilities provides for consistency
in the underlying relationship between discount
rate, COLA, and the other economic
assumptions. For FY 2017, valuation
techniques or their application used to measure
the fair value of the actuarial liabilities were
consistently applied compared to the previous
year.

For eligible Veterans and their dependents, the
VA provides four unique education/retraining
programs.

o Post 9/11 GI Bill (Chapter 33)

o Montgomery Gl Bill-Active Duty (Chapter
30)

o Dependents Education Assistance (Chapter
35)

e Vocational Rehabilitation and Employment
(Chapter 31).

This is the first year that VA is reporting for
Montgomery Gl Bill, Dependents Education
Assistance, and Vocational Rehabilitation and
Employment.

The liability for future education benefits is
reported on VA’s balance sheet at the present
value of expected future payments, and is
developed on an actuarial basis. Various
assumptions in the actuarial model, such as the
total number of Veterans with entitlement,
average usage of entitlement, the program stop
and restart rate, the number of Veterans and
dependents receiving payments, and discount
rates adjustments, impact the amount of the
liability.

In FY 2017, for the Post 9/11 Gl Bill, the
discount rate was based on five years spot
rates published by Treasury. For all other
Education programs, the spot rates were based
on the 10-year average historical spot rates
derived from quarterly Yield Curves for
Treasury Nominal Coupon Issues. As a result,
each year for which expected future payments

are projected has a separate discount rate
associated with it. However, a single weighted
average discount rate is also disclosed that
may be used for all projected future payments
that results in a present value that is not
materially different than the resulting present
value using multiple rates.

Estimated liabilities for the Post 9/11 Gl Bill
obligations in the financial statements are
measured on the academic year of August
2016 to July 2017, adjusted for known material
changes. Estimated liabilities for all other
Education obligations in the financial
statements are as of the end of the fiscal year
based on June 30th beneficiary data that is
adjusted for known material changes during the
fourth quarter. The method used to measure
the liabilities provides for consistency in the
underlying relationship between discount rate
and the other economic assumptions.

From time to time, VA may determine it is
preferable to make refinements to the valuation
techniques or their application used to measure
the fair value of the actuarial liabilities because
VA management concludes that the resulting
measurements are equally or more
representative of fair value of the actuarial
liabilities in the circumstances and were due to
improved computer software modeling
capability and/or improved information. The
resulting changes in fair value of the actuarial
liabilities from the changes in valuation
techniques or their application are treated as a
change in estimate and accounted for on a
prospective basis.

The financial statement disclosures herein
(Note 13) are in accordance with SFFAS 33,
Pensions, Other Retirement Benefits, and Other
Postemployment Benefits: Reporting Gains and
Losses from Changes in Assumptions, and
Selecting Discount Rates and Valuations Dates.
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S. COMMITMENTS AND
CONTINGENCIES

VA is a party in various administrative
proceedings, legal actions, and claims brought
against it. In the opinion of VA management
and legal counsel, the ultimate resolution of
these proceedings, actions, and claims will not
materially affect the financial position or results
of VA operations other than as disclosed in
Note 18, Commitments and Contingencies.

T. NON-FEDERAL TRUSTS

FY 2016 disclosures remain as VA'’s financial
statements and note disclosures are reported
comparatively. As the amounts related to these
assets are not material, a restatement of the FY
2016 financial statements is unnecessary.

U. APPLICATION OF CRITICAL
ACCOUNTING ESTIMATES

In prior fiscal years, VA has reported certain
enhanced-use leases (EUL) that were entered
into with non-Federal trusts. In these instances,
VA was reported as the primary beneficiary of
the trust assets with the obligation to absorb the
majority of any expected losses and receive the
majority of the residual returns that could be
significant. After careful consideration by the
Office of General Counsel in FY 2017, a
determination was made that VA does not have
a controlling financial interest in the non-
Federal trust assets under EUL. This activity
has been removed from the related financial
disclosures for FY 2017 reporting; however, the

The financial statements are based on the
selection of accounting policies and the
application of significant accounting estimates,
some of which require management to make
significant assumptions. Further, the estimates
are based on current conditions that may
change in the future. Actual results could differ
materially from the estimated amounts. The
financial statements include information to
assist in understanding the effect of changes in
assumptions to the related information.

V. SUBSEQUENT EVENTS

Subsequent events have been evaluated
through the auditors’ report date, which is the
date the financial statements were available to
be issued, and management determined that
there are no other items to disclose.

NOTE 2. NON-ENTITY ASSETS

Entity and non-entity assets have been
combined on the balance sheet. Non-entity
assets relate primarily to state and local taxes
included in FBWT, downward reestimates for
the Veterans Housing Program included in
Intragovernmental AR, and amounts due to
Treasury for medical costs billed to Veterans
included in Public AR.
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There are offsetting liabilities in the
consolidated balance sheet for the non-entity
assets reported below. Offsetting liabilities are
included in intragovernmental other liabilities
and accounts payable and public other
liabilities, insurance liabilities, and accounts
payable. There is no balance in the
consolidated net position from the non-entity
assets.
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Non-Entity Assets (dollars in millions)
As of September 30,

Intragovernmental:
Fund Balance with Treasury
Accounts Receivable

Total Intragovernmental

Accounts Receivable
Total Non-Entity Assets
Total Entity Assets
Total Assets

2017 2016

$ 146 $ 145
13 8

$ 159 $ 153
47 43

206 196

89,056 87,066

$ 89262 $ __ 87,262

NOTE 3. FUND BALANCE WITH TREASURY

Funds with the Treasury primarily represent
trust, revolving, appropriated, and special
funds.

Trust fund balances consist primarily of
amounts related to the Post-Vietnam Veterans
Educational Assistance Program (VEAP) Trust
Fund, NSLI Fund, USGLI Fund, VSLI Fund,
General Post Fund, and National Cemetery Gift
Fund. The use of these funds is restricted.

Special funds are an appropriation account
established to record appropriations,
obligations, and outlays financed by the
proceeds of special fund receipts which are
dedicated collections by law for a specific
purpose or program. MCCF and Lease of Land
and Building (NCA Facilities Operation Fund)
are special funds.

Revolving funds, used by the Supply Fund and
Franchise Fund, finance a cycle of business-
like operations through amounts received from
the sale of products or services. The collections
are used to finance its spending on a self-
sustaining basis. Revolving funds record the
collections and the outlays in the same
Treasury account. A revolving fund is a form of

permanent appropriation receiving au